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1. Sitios fraudulentos

de Segur

Equipo de Respuesta ante Incidentes
dad Informatica

MERRELL teu= oo e

CSIRT alerta de sitio falso que suplanta a Merrell

Alerta de seguridad cibernética

8FFR23-01198-01

Clase de alerta

Fraude

Tipo de incidente

Falsificacion de Registros o Identidad

Nivel de riesgo

Alto

TLP

Blanco

Fecha de lanzamiento original

17 de enero de 2023

Ultima revision

17 de enero de 2023

Indicadores de compromiso

URL sitio falso

https[:]//www.merrellchilecl[.]Jcom/

Direccién IP

[196.245.238.119]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8ffr23-01198-01/

https://www.csirt.gob.cl/media/2023/01/8FFR23-01198-01.pdf
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CSIRT alerta de un sitio falso que suplanta a Caterpillar

Alerta de seguridad cibernética

8FFR23-01199-01

Clase de alerta

Fraude

Tipo de incidente

Falsificacion de Registros o Identidad

Nivel de riesgo

Alto

TLP

Blanco

Fecha de lanzamiento original

17 de enero de 2023

Ultima revision

17 de enero de 2023

Indicadores de compromiso

URL sitio falso

https[:]//www.caterpillarchile-outlet[.]Jcom/

Direccién IP

[196.240.207.45]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8ffr23-01199-01/

https://www.csirt.gob.cl/media/2023/01/8FFR23-01199-01-1.pdf
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CSIRT alerta de sitio fraudulento que suplanta a Lafuma

Lafumas "= == . = : Alerta de seguridad cibernética 8FFR23-01200-01
Clase de alerta Fraude
Tipo de incidente Falsificacion de Registros o Identidad
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 17 de enero de 2023
Ultima revisién 17 de enero de 2023

Indicadores de compromiso

URL sitio falso

https[:]//www.lafumachile[.Jcom/

Direccién IP

[196.244.47.154]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8ffr23-01200-01/
https://www.csirt.gob.cl/media/2023/01/8FFR23-01200-01.pdf
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2. Phishing

Fwd:AjAviso de Seguridad!dY3" Tarjeta de Credito se encuentra Blogueada. CSIRT alerta ante nueva Campaﬁa de phlShIng que Suplanta a BanCO Rlpley

€ Responder | %) Responderatodes | —3 Reenvier

e e Alerta de seguridad cibernética 8FPH23-00712-01
Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 16 de enero de 2023
Ultima revisién 16 de enero de 2023

Indicadores de compromiso

URL redirecciéon
https[:]//bit[.]ly/3W3IbRL?|=www.bancoripley.cl
https[:]//sam-tech[.]jp/bancoripley/cuenta-giec/

URL sitio falso
https://web.bancoriipley-cl.awadgallery.co.uk/1673623426/login
Direccién IP

Descubre todos los beneficios en [23.88.71.133]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8fph23-00712-01/
https://www.csirt.gob.cl/media/2023/01/8FPH23-00712-01.pdf

activar aqui

Fwd:Su TarjetaRipley esta Bloqueada.8v

CSIRT alerta ante una nueva campafia de phishing que suplanta al Banco Ripley
[ R maeac Alerta de seguridad cibernética 8FPH23-00713-01

Clase de alerta Fraude

Tipo de incidente Phishing

Nivel de riesgo Alto

TLP Blanco

Fecha de lanzamiento original 16 de enero de 2023

Ultima revision 16 de enero de 2023

Indicadores de compromiso

URL redireccién
https[:]//bit[.]ly/3XgwtDN?l=www.bancoripley.cl
https[:]//sam-tech[.]jp/bancoripley/cuenta-gphc/

URL sitio falso
http[:]//web.bancoripley.cl.archersbodyworks|.]Jcom.au/1673873742/login
Direccién IP

[203.28.48.11]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8fph23-00713-01/
https://www.csirt.gob.cl/media/2023/01/8FPH23-00713-01.pdf

activar aqui

Descubre todos los beneficios en
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Fwd:Aviso Importante de Seguridad.

CSIRT alerta de nueva campafia de phishing, que suplanta al Banco Ripley

D - — B : Alerta de seguridad cibernética 8FPH23-00714-01
Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 17 de enero de 2023
Ultima revisién 17 de enero de 2023

Indicadores de compromiso

URL sitio falso

https[:]//bit[.]ly/3GKdr1C?l=www.bancoripley.cl
https[:]//sam-tech[.]jp/bancoripley/cuenta-ilah/

Direccion IP

[185.45.66.125)

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00714-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00714-01.pdf

v FW: Acceso a Banca en Linea ha sido Bloqueada

CSIRT alerta de campania de phishing que suplanta al BancoEstado

Y s T Alerta de seguridad cibernética 8FPH23-00715-01
— Clase de alerta Fraude
TU CLAVE Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 18 de enero de 2023
m:”:d T Ultima revisién 18 de enero de 2023

recuperala aqui desde la opcion Problemas i tu v s

Ingresa tu RUT y sigue el proceso Banca en Lirfka.
Confirma tu nueva Clave con tu Tarjeta Clave &

Solicitud Cave ge lngreso

¥ BancoEstado

Indicadores de compromiso

URL redireccién

https[:]//ucmstudio(.]info/activacion/cuenta-qvak/

URL sitio falso

https[:]//smschilestado.info/1673968691/imagenes/_personas/home/default.asp

Direccién IP

[202.89.39.41]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00715-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00715-01.pdf

CONTACTO Y REDES SOCIALES DEL CSIRT DE GOBIERNO

& https://www.csirt.gob.cl

@ Teléfonos: 1510 | +(562) 24863850 | Correo: soc-csirt@interior.gob.cl

L4 @csirtgob
B https://www.linkedin.com/company/csirt-gob



https://www.csirt.gob.cl/
https://twitter.com/CSIRTGOB
https://www.linkedin.com/company/csirt-gob

Boletin de Seguridad Cibernética N2 185

L
Equipo de Respuesta ante Incidentes de Seguridad Informatica | CSIRT de Gobierno
Ministerio del Interior y Seguridad Publica

Gobierno de Chile

Equipo de Respuesta ante Incidentes
de Seguridad

nformatica

BOLETIN 13BCS23-00194-01 | SEMANA DEL 13 AL 19 DE ENERO DE 2023

¥ Notificacion: Cuenta Suspendido CSIRT informa de una nueva campafia de phishing que suplanta al BancoEstado
Bl DepanamentoD oEstado e D 21 Alerta de seguridad cibernética 8FPH23-00716-01
Clase de alerta Fraude
Z1 BancoEstado Tipo de incidente Phishing
Estimado Cliente: . .
BancoEstado le informa que hemos detectado actividad inusual en su acceso a la N IVE| de rlesgo Alto

banca en linea por intemet, por lo que procederemos a SUSPENDER el servicio

hasta la correcta verificacion de sus datos como medida de seguridad. TLP B | anco

Le recomendamos realizar este proceso de verificacion ger8Tobjetivo de gRTGr, Fecha de lanzamiento original 18 de enero de 2023
su seguridad y el acceso correcto a la banca en lineggr internety-de-nuestra Ap . -

BancoEstado Ultima revision 18 de enero de 2023

serd bloqueado'y tendré que apersonarse gha 9 ! 4 Indicadores de compromiso

URL sitio falso

https[:]//www.alpavillanew[.]top/activacion/cuenta-fdow/

URL sitio redireccién
https[:]//springpatito[.]info/1673979528/imagenes/_personas/home/default.asp
Direccion IP

s f. .I : 5
St | (172.67.163.158]
de Cajero Automatico o coin IS »dooer
Enlaces para revisar el informe:
s https://www.csirt.gob.cl/alertas/8fph23-00716-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00716-01.pdf

P Aiso de Segurided. CSIRT alerta de nueva campafia de phishing que suplanta a Banco Ripley

Q) oot 8 smaiemersgerinipiond ST U Alerta de seguridad cibernética 8FPH23-00717-01
D)5 by probdemas o o mod, €8 e se sk 08 e g ch A pca o €0 Clase de alerta Fraude
bencoripley Tipo de incidente Phishing
A Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 18 de enero de 2023
Ultima revisién 18 de enero de 2023

Indicadores de compromiso

URL sitio redireccién

https[:]//xtraillconver[.]Jcom/activacion/cuenta-vtqz/

URL sitio falso
https[:]//springpatito[.]info/1673440791/imagenes/_personas/home/default.asp
Direccién IP

[185.45.66.125]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8fph23-00717-01/

Destlocuear b aujeaRipey contima aquy il https://www.csirt.gob.cl/media/2023/01/8FPH23-00717-01.pdf

Comprometidos con tu Seguridad
ad de BancoRipley dot
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v FW: Acceso a Banca en Linea ha sido Bloqueada

g ) BancoEsiado <noreply@publimaiiercom>
Para

Nuevo Crédito
FOGAPE Chile Apoya

Medidas de financiamiento y apoyo

Estimadota)

8anco de Estado,

Para activar su cuenta ingrese Aqui.

CSIRT alerta de nueva campafia de phishing que suplanta al BancoEstado

Alerta de seguridad cibernética

8FPH23-00718-01

Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco

Fecha de lanzamiento original

18 de enero de 2023

Ultima revision

18 de enero de 2023

Indicadores de compromiso

URL redirecciéon

https[:]//ucmstudio[.]info/activacion/cuenta-aotq/

URL sitio falso

https[:]//smschilestadol.]info/1674045653/imagenes/_personas/home/default.a

sp

Direccion IP

[202.89.39.41]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00718-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00718-01.pdf

CUENTA SUSPENDIDA

”1 BancoEstado

Estimado Cliente: . o

Lamentamos Informarle que su cuenta ha sido suspendida temporalmente

Por su segundad le rogamos que complete inmediatamente la siguiente

CSIRT alerta de nueva campafia de phishing que suplanta al BancoEstado

Alerta de seguridad cibernética

8FPH23-00719-01

Clase de alerta Fraude

Tipo de incidente Phishing

Nivel de riesgo Alto

TLP Blanco

Fecha de lanzamiento original 18 de enero de 2023
Ultima revisién 18 de enero de 2023

Indicadores de compromiso

URL redireccién

https[:]//contalaserenal.]Jnet/activacion/cuenta-kppf/

https[:]//rplaycoin[.]top/1674064175/imagenes/_personas/home/default.asp

URL sitio falso

https[:]//web-bancoripley-cl.awadgallery.co[.Juk/1673526041/login

Direccién IP

[202.89.39.41]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00719-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00719-01.pdf
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Fwd:Alerta de Seguridad.

CSIRT alerta de nueva campafia de phishing que suplanta al Banco Ripley

*+ Alerta de seguridad cibernética 8FPH23-00720-01
Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 19 de enero de 2023
Ultima revisién 19 de enero de 2023

Indicadores de compromiso

URL redireccién

https[:]//bit[.]ly/3iHvOuH?l=www.bancoripley.cl

URL sitio falso
https[:]//web.bancoripley.cl.bm-rentacar[.]Jcom/1674069476/login
Direccion IP

Desbloguear aqui [185.45.66.125]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8fph23-00720-01/
https://www.csirt.gob.cl/media/2023/01/8FPH23-00720-01.pdf

@ - Tiene un Bono IFE y Crédito Consumo Pre-aprobado con abono a su Cuenta Rut, Chequera Electronica... CSIRT alerta de nueva Campaﬁa de phlshlng que Suplanta al BanCOEStadO

T E Alerta de seguridad cibernética 8FPH23-00721-01
Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 19 de enero de 2023
Ultima revisién 19 de enero de 2023

Indicadores de compromiso

URL redireccion

https[:]//bit[.]ly/3BohsH2

URL sitio falso

https[:]//ingreso-
banestado.webl[.]Japp/WqTvcFQDmpdBcgzG/url?source=usg&pf _rd_r=fdénilckga
Direccién IP

[199.36.158.100]

Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/8fph23-00721-01/
https://www.csirt.gob.cl/media/2023/01/8FPH23-00721-01.pdf

& ;‘i/ 7
7 Siembra
» por Chile

Pidelo Ahora ingresando
desde su Banca en Linea
podra realizar el abono
automatico de su Bono IFE
Aprobado.
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Fwd:Aviso de Seguridad.

Desbloguear aqui

todos los beneficios en

CSIRT alerta de nueva campafia de phishing que suplanta al Banco Ripley

Alerta de seguridad cibernética

8FPH23-00722-01

Clase de alerta Fraude
Tipo de incidente Phishing
Nivel de riesgo Alto
TLP Blanco

Fecha de lanzamiento original

19 de enero de 2023

Ultima revision

19 de enero de 2023

Indicadores de compromiso

URL redireccion

https[:]//bit[.]ly/3HfNI2m?l=www.bancoripley.cl

URL sitio falso

https://web.bancoripley.cl.bm-rentacar[.Jcom/1674241056/login

Direccion IP

[185.45.66.125)

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00722-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00722-01.pdf

[[] MAILBOX UPDATE REQUIRED

Dear

¥ou have Three (3) Messages Pending Defivery On Your e-Mail Portal Since: 18 Dec. 2022,
These messages can be viewed by the subject of each message or proceed to Mail Update now 1o Release Message on your

UserID:
Domain:

Pending: & Re: Proforma lnvoice / Contract Tor -

P120210813) To: — =

Proceed to Portal to Update Now!]

Sincerely
Admin WebHost (C) 2023 Secured Service.

+Web Admin - Redmond, WA 98052

Yous e racening thi sme-Seme nobication becauee yous crestad ccount

CSIRT alerta de campania de phishing que suplanta pagina de login de servicio de

correo electrénico

Alerta de seguridad cibernética

8FPH23-00723-01

Clase de alerta Fraude

Tipo de incidente Phishing

Nivel de riesgo Alto

TLP Blanco
S— Fecha de lanzamiento original 19 de enero de 2023
i Ultima revision 19 de enero de 2023

18122022

Indicadores de compromiso

URL sitio falso

https[:]//ipfs.io/ipfs/QmYaBZcHBefdcsjopwYGtWL7AewUKPPVATgWXoFfwtQumE
?filename=oglogz113 cham-e.html#test@csirt.gob.cl

Direccién IP

[209.94.90.1]

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/8fph23-00723-01/

https://www.csirt.gob.cl/media/2023/01/8FPH23-00723-01.pdf
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Equipo de Re

CSIRT alerta de campania de phishing con malware, que suplanta al Sli

Alerta de seguridad cibernética

2CMV23-00396-01

55 : ade
=

Estimado contribuyente

Atencion SiI, Servicio de Impuestos internos.

Advertencial Encontramos problemas en la Emision de sus boletas electronicas, ver] \quﬁ emls\n&iﬁ?sﬂgetUd ic

Informacion general para Empresas y personas datos informativos operacion renta 8o mﬁmk

Clase de alerta Fraude
Tipo de incidente Malware
Nivel de riesgo Alto

TLP Blanco

Fecha de lanzamiento original

13 de enero de 2023

Ultima revision

13 de enero de 2023

para evitar cualquier prablema con su Declaracion de renta verifique Factura Electrof R @

N / &
Se adjunta su boletin electronico con error de informacion \—/
{Descargar adjunto } 3

Indicadores de compromiso

© 2023 Sl Servicio Servicio Impuestos internos. Todos los derechos reservados www.sii.cl

Asunto

Atencion SlI, Servicio de Impuestos internos

Correo de Salida

vendas@sallusmedical.com.br

SHA256

142972cf8f8f84f2fe9bc3f432b70d1c81f187291d1aelf6903fb69abaee241d
964fbbc3b3a80e3e378e88f8c523d72e539ba06e46643ed212bc0609871fff4e

Enlaces para revisar el informe:

https://www.csirt.gob.cl/alertas/2cmv23-00396-01/

https://www.csirt.gob.cl/media/2023/01/2CMV23-00396-01.pdf

«/ Fw: Comprobante de Pagos. - (4797762 )

CSIRT alerta de campania de phishing con malware, que suplanta a Servipag

Q) et e 001 X0 i oz v Alerta de seguridad cibernética 2CMV23-00397-01
Clase de alerta Fraude
EZPAG) Tipo de incidente Malware
Nivel de riesgo Alto
TLP Blanco
EstimadofA) - Fecha de lanzamiento original 19 de enero de 2023
(Portal Servpeg uno con sk yagradecessu prferencia Ultima revisién

19 de enero de 2023

Indicadores de compromiso

Asunto

</ Fw: Comprobante de Pagos. - ( 4797762 )

Correo de Salida

angeld.me@angel4.me

Para mayor Informacion, comuniquese con nosotros al 600 4822 444 de lunes 3 viemes de 08:30 2 19:30

horas

SHA256

ante Incidentes
nformatica

6e6d0b550377356b6fa234f06a7f8348f48abec68b14396c713fd0aech9cc075
d27fc5641cadee2fe89f1a23264ae10879cde5702397a4bb3cbace6e583bcdb7
Enlaces para revisar el informe:
https://www.csirt.gob.cl/alertas/2cmv23-00397-01/
https://www.csirt.gob.cl/media/2023/01/2CMV23-00397-01.pdf

Siya realizo el pago, no considere el presente mensaje

CONTACTO Y REDES SOCIALES DEL CSIRT DE GOBIERNO

& https://www.csirt.gob.cl

@ Teléfonos: 1510 | +(562) 24863850 | Correo: soc-csirt@interior.gob.cl

L4 @csirtgob 11
B https://www.linkedin.com/company/csirt-gob


https://www.csirt.gob.cl/
https://twitter.com/CSIRTGOB
https://www.linkedin.com/company/csirt-gob

Boletin de Seguridad Cibernética N2 185

Equipo de Respuesta ante Incidentes de Seguridad Informatica | CSIRT de Gobierno
Ministerio del Interior y Seguridad Publica
Gobierno de Chile

BOLETIN 13BCS23-00194-01 | SEMANA DEL 13 AL 19 DE ENERO DE 2023

4. Vulnerabilidades

| nteri
iy ik

@

v

INFORME DE

Vulnerabilidad

o~

\ A
\ A N
N\ N //
9VSA23-00772-01 )
CSIRT alerta de vulnerabilidades en routers de e//}/

Cisco que no seran parchadas, por encontrarse
mas alla de su vida atil

I PARA REGISTRAR|15

UN INCIDENTE ww]ﬁ(l).csirt.gob.cl ‘@‘
CSIRT

Equipo de Respuesta ante Incidentes
de Seguridad Informatica

CSIRT alerta de vulnerabilidades criticas en routers Cisco que no serén parchadas

por la compafiia

Alerta de seguridad cibernética

9VSA23-00772-01

Clase de alerta

Vulnerabilidad

Tipo de incidente

Sistema y/o Software Abierto

Nivel de riesgo Alto
TLP Blanco
Fecha de lanzamiento original 16 de enero de 2023

Ultima revision

16 de enero de 2023

CVE

CVE-2023-20025
CVE-2023-20026

Fabricantes

Cisco

Productos afectados

Routers RV016 Multi-WAN VPN
Routers RV042 Dual WAN VPN

Routers RV042G Dual Gigabit WAN VPN
Routers RV082 Dual WAN VPN

Enlaces para revisar el informe:

https://www.csirt.gob.cl/vulnerabilidades/9vsa23-00772-01/

https://www.csirt.gob.cl/media/2022/12/9VSA22-00772-01.pdf

Ministerio del Interior y
Seguridad Pablica

@

4

INFORME DE

Vulnerabilidad

N

\ 7 \.'\ i \¥ e
9VSA23-00773-01
CSIRT comparte maltiples vulnerabilidades f)/// 5
parchadas por Juniper Networks

PARA REGISTRAR|1510
UN INCIDENTE lwww.csirt.gob.cl

CSIRT

CSIRT comparte vulnerabilidades en varios productos de Juniper Networks

Alerta de seguridad cibernética

9VSA23-00773-01

Clase de alerta

Vulnerabilidad

Tipo de incidente

Sistema y/o Software Abierto

Nivel de riesgo Critico
TLP Blanco
Fecha de lanzamiento original 17 de enero de 2023
Ultima revision 17 de enero de 2023

CVE

CVE-2019-17571
CVE-2020-8492
CVE-2020-14343
CVE-2020-12049
CVE-2020-14583
CVE-2020-14593
CVE-2020-27223
CVE-2021-21309
CVE-2022-22184
CVE-2007-6755
CVE-2019-1543
CVE-2019-1551
CVE-2023-22397
CVE-2020-28469
CVE-2021-23840
CVE-2021-3712
CVE-2021-3765
CVE-2023-22403

CVE-2021-46143
CVE-2020-36385
CVE-2021-37576
CVE-2020-0466
CVE-2022-0330
CVE-2020-12362
CVE-2021-22555
CVE-2021-29154
CVE-2021-33033
CVE-2021-33034
CVE-2021-3347
CVE-2021-33909
CVE-2021-3715
CVE-2021-4034
CVE-2021-4028
CVE-2021-27365
CVE-2022-0492
CVE-2021-22543

CVE-2020-14562
CVE-2022-21426
CVE-2021-35556
CVE-2021-35559
CVE-2021-35561
CVE-2021-35565
CVE-2021-35578
CVE-2021-35586
CVE-2022-21277
CVE-2022-21283
CVE-2022-21293
CVE-2022-21294
CVE-2022-21299
CVE-2022-21340
CVE-2022-21341
CVE-2022-21349
CVE-2022-21360
CVE-2022-21365
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CVE-2023-22407
CVE-2023-22409
CVE-2021-3156

CVE-2020-14145
CVE-2020-14871
CVE-2023-22408
CVE-2023-22406
CVE-2023-22399
CVE-2019-11287
CVE-2023-22398
CVE-2022-0778

CVE-2023-22416
CVE-2023-22401
CVE-2023-22415
CVE-2023-22412
CVE-2023-22394
CVE-2023-22393
CVE-2023-22391
CVE-2023-22414
CVE-2023-22411
CVE-2023-22396
CVE-2023-22405
CVE-2023-22400
CVE-2023-22410
CVE-2023-22404
CVE-2023-22395
CVE-2023-22417
CVE-2023-22402
CVE-2023-22413
CVE-2022-22822
CVE-2022-22823
CVE-2022-22824
CVE-2022-23852
CVE-2022-25235
CVE-2022-25236
CVE-2022-25315
CVE-2021-3177

CVE-2021-39275
CVE-2021-44790
CVE-2022-22720
CVE-2022-2526

CVE-2021-26691
CVE-2016-4658

CVE-2021-40438
CVE-2022-22825
CVE-2022-22826
CVE-2022-22827
CVE-2021-3621

CVE-2021-45960
CVE-2022-1271

CVE-2020-24489
CVE-2021-30465
CVE-2020-14583
CVE-2021-42574
CVE-2022-24903

CVE-2021-34798
CVE-2020-27827
CVE-2020-35498
CVE-2018-25032
CVE-2021-23840
CVE-2021-27219
CVE-2022-0778
CVE-2022-38177
CVE-2022-38178
CVE-2022-21449
CVE-2022-34169
CVE-2022-21476
CVE-2021-2388
CVE-2020-14593
CVE-2022-29154
CVE-2021-3712
CVE-2021-25217
CVE-2020-26116
CVE-2020-8648
CVE-2021-27364
CVE-2021-3752
CVE-2021-32399
CVE-2022-1729
CVE-2021-4083
CVE-2020-0465
CVE-2021-35567
CVE-2021-42739
CVE-2020-26137
CVE-2021-40085
CVE-2020-24511
CVE-2020-24513
CVE-2021-0920
CVE-2021-3573
CVE-2021-23841
CVE-2022-21541
CVE-2021-2161
CVE-2021-35550
CVE-2020-11668
CVE-2021-3564
CVE-2020-12363
CVE-2020-12364
CVE-2021-29650
CVE-2020-25704
CVE-2020-36322
CVE-2020-0543
CVE-2020-0548
CVE-2020-0549
CVE-2020-8695
CVE-2020-8696
CVE-2020-8698
CVE-2021-4155
CVE-2022-21123
CVE-2022-21125
CVE-2022-21166
CVE-2021-3504

CVE-2022-21366
CVE-2020-14621
CVE-2022-21434
CVE-2022-21496
CVE-2022-21549
CVE-2021-35564
CVE-2022-21291
CVE-2022-21305
CVE-2022-21540
CVE-2020-14803
CVE-2022-21282
CVE-2022-21296
CVE-2021-2163

CVE-2019-20934
CVE-2020-14556
CVE-2020-27170
CVE-2021-27363
CVE-2021-2369

CVE-2020-14792
CVE-2020-14578
CVE-2020-14579
CVE-2021-2432

CVE-2022-21443
CVE-2020-14779
CVE-2020-14573
CVE-2020-14782
CVE-2020-14797
CVE-2022-21248
CVE-2020-14577
CVE-2020-14581
CVE-2021-35603
CVE-2020-14781
CVE-2020-24512
CVE-2020-14798
CVE-2021-2341

CVE-2020-14796
CVE-2022-22942
CVE-2022-29154
CVE-2022-2526

CVE-2022-21541
CVE-2022-34169
CVE-2022-21540
CVE-2022-21624
CVE-2022-21626
CVE-2022-21628
CVE-2022-21619
CVE-2007-2285

CVE-2018-8046

CVE-2020-26137
CVE-2021-3177

CVE-2020-26116
CVE-2022-1729

CVE-2022-32250
CVE-2022-1271
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Fabricantes

Juniper Networks

Productos afectados

Contrail Cloud in release 13.7.0.

Contrail Networking anteriores a la versién 2011.

Contrail Networking versiones posteriores a R22.1 y anteriores a R22.3.
Contrail Service Orchestration (CSO) anterior a 6.3.0.

Junos OS 12.3 version 12.3R12-519 and later versions.

Junos OS 15.1 version 15.1R7-S10 and later versions.

Junos OS 15.1 versions prior to 15.1R7-S12.

Junos OS 17.3 version 17.3R3-S12 and later versions.

Junos OS 18.4 version 18.4R3-S9 and later versions.

Junos OS 19.1 version 19.1R3-S7 and later versions.

Junos OS 19.1 versions prior to 19.1R3-S9.

Junos OS 19.2 version 19.2R3-S3 and later versions.

Junos OS 19.2 versions prior to 19.2R1-S9, 19.2R3-S5.

Junos OS 19.3 version 19.3R2-S7, 19.3R3-S3 and later versions prior to 19.3R3-57.
Junos OS 19.3 versions prior to 19.3R3-S6.

Junos OS 19.4 version 19.4R2-S7, 19.4R3-S5 and later versions prior to 19.4R3-10.
Junos OS 19.4 versions prior to 19.4R2-S7, 19.4R3-S8.

Junos OS 19.4 versions prior to 19.4R3-S9.

Junos OS 20.1 version 20.1R1 and later versions.

Junos OS 20.1 version 20.1R3-S1 and later versions.

Junos OS 20.1 versions prior to 20.1R3-54.

Junos OS 20.2 version 20.2R3-S2 and later versions prior to 20.2R3-S6.
Junos OS 20.2 versions prior to 20.2R3-S5.

Junos OS 20.2 versions prior to 20.2R3-S5.

Junos OS 20.3 version 20.3R3-S1 and later versions prior to 20.3R3-S6.
Junos OS 20.3 versions prior to 20.3R3-S5.

Junos OS 20.4 version 20.4R2-S2, 20.4R3 and later versions prior to 20.4R3-S5.
Junos OS 20.4 versions prior to 20.4R3-S4.

Junos OS 21.1 version 21.1R2 and later versions prior to 21.1R3-54.
Junos OS 21.1 versions prior to 21.1R1-S1, 21.1R2.

Junos OS 21.1 versions prior to 21.1R3-S3.

Junos OS 21.2 version 21.2R1-S1, 21.2R2 and later versions prior to 21.2R3-S3.
Junos OS 21.2 versions prior to 21.2R3-S2.

Junos OS 21.3 versions prior to 21.3R3-S1.

Junos OS 21.3 versions prior to 21.3R3-S2.

Junos OS 21.4 versions prior to 21.4R3.

Junos OS 22.1 versions prior to 22.1R2.

Junos OS 22.1 versions prior to 22.1R2-S1, 22.1R3.

Junos OS 22.2 versions prior to 22.2R1-S2, 22.2R2.

Junos OS 22.3 versions prior to 22.3R1-S1, 22.3R2.

Junos OS All versions prior to 19.3R3-S7.

Junos OS Evolved 21.1 versions prior to 21.1R2-EVO.

Junos OS Evolved 21.1-EVO version 21.1R1-EVO and later versions.
Junos OS Evolved 21.2-EVO versions prior to 21.2R3-S4-EVO.

Junos OS Evolved 21.3 versions prior to 21.3R3-EVO.

Junos OS Evolved 21.3-EVO version 21.3R1-EVO and later versions.
Junos OS Evolved 21.4 versions prior to 21.4R2-EVO.

Junos OS Evolved 21.4-EVO versions prior to 21.4R2-EVO.

Junos OS Evolved 22.1 versions prior to 22.1R2-EVO.

Junos OS Evolved 22.1-EVO versions prior to 22.1R3-EVO.

Junos OS Evolved 22.2 versions prior to 22.2R1-S1-EVO, 22.2R2-EVO.
Junos OS Evolved All versions prior to 20.4R3-S3-EVO.
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Junos OS Evolved All versions prior to 20.4R3-54.

Junos OS Evolved on PTX10003 21.3 versions prior to 21.3R3-S1-EVO.

Junos OS Evolved on PTX10003 All versions prior to 20.4R3-S4-EVO.

Junos OS Evolved on PTX1000321.4 versions prior to 21.4R2-S2-EVO, 21.4R3-VO.
Junos OS Evolved on PTX1000322.1 versions prior to 22.1R1-S2-EVO, 22.1R2-VO.
Junos OS Evolved on PTX1000322.2 versions prior to 22.2R2-EVO.

Junos OS Evolved version 22.3R1-EVO.

Junos OS Evolved19.3 versions prior to 19.3R3-EVO.

Junos OS Evolved19.4 versions prior to 19.4R3-EVO.

Junos OS Evolved20.1 versions prior to 20.1R3-EVO.

Junos OS Evolved20.2 versions prior to 20.2R2-EVO.

Junos OS Evolved21.1 versions prior to 21.1R2-EVO.

Junos OS Evolved21.2 version 21.2R1 and later versions.

Junos OS Evolved21.3 versions prior to 21.3R2-EVO.

Junos OS Evolved21.3-EVO version 21.3R3-EVO and later versions.

Junos OS Evolved21.4 versions prior to 21.4R2-S1-EVO, 21.4R3-EVO.

Junos OS Evolved21.4-EVO version 21.4R1-S2-EVO, 21.4R2-EVO and later prior to
21.4R2-S1-EVO.

Junos OS Evolved21.4-EVO versions prior to 21.4R2-S2-EVO, 21.4R3-EVO.
Junos OS Evolved22.1 versions prior to 22.1R2-EVO.

Junos OS Evolved22.1-EVO version 22.1R2-EVO and later versions prior to
22.1R3-EVO.

Junos OS Evolved22.1-EVO versions prior to 22.1R1-S2-EVO, 22.1R2-EVO.
Junos OS Evolved22.2-EVO versions prior to 22.2R1-S1-EVO, 22.2R2-EVO.
Junos OS Evolved22.2-EVO versions prior to 22.2R1-S1-EVO, 22.2R2-EVO.
Junos OS EvolvedAll versions prior to 19.2R3-EVO.

Junos OS EvolvedAll versions prior to 20.4R2-EVO.

Junos OS EvolvedAll versions prior to 20.4R3-S4-EVO.

Junos OS on ACX2K Series 20.3 versions prior to 20.3R3-S6.

Junos OS on ACX2K Series 20.4 versions prior to 20.4R3-54.

Junos OS on ACX2K Series 21.2 versions prior to 21.2R3-S3.

Junos OS on ACX2K Series All 20.2 versions.

Junos OS on ACX2K Series All 21.1 versions.

Junos OS on ACX2K Series All versions prior to 19.4R3-S9.

Junos OS on MX Series 20.3 version 20.3R1 and later versions.

Junos OS on MX Series All versions prior to 20.2R3-S5.

Junos OS on MX Series and SRX Series 20.2 versions prior to 20.2R3-S6.

Junos OS on MX Series and SRX Series 20.3 versions prior to 20.3R3-S6.

Junos OS on MX Series and SRX Series 20.4 versions prior to 20.4R3-S5.

Junos OS on MX Series and SRX Series 21.1 versions prior to 21.1R3-54.

Junos OS on MX Series and SRX Series 21.2 versions prior to 21.2R3-S2.

Junos OS on MX Series and SRX Series 21.2 versions prior to 21.2R3-S3.

Junos OS on MX Series and SRX Series 21.3 versions prior to 21.3R3-S1.

Junos OS on MX Series and SRX Series 21.4 versions prior to 21.4R3.

Junos OS on MX Series and SRX Series 22.1 versions prior to 22.1R1-52, 22.1R2.
Junos OS on MX Series and SRX Series 22.1 versions prior to 22.1R2-51, 22.1R3.
Junos OS on MX Series and SRX Series 22.2 versions prior to 22.2R1-S1, 22.2R2.
Junos OS on MX Series and SRX Series 22.2 versions prior to 22.2R1-S2, 22.2R2.
Junos OS on MX Series and SRX Series All versions prior to 19.4R3-S10.

Junos OS on MX Series20.1 version 20.1R3-S5 and later versions.

Junos OS on MX Series20.2 versions prior to 20.2R3-S5.

Junos OS on MX Series20.3 versions prior to 20.3R3-S5.

Junos OS on MX Series20.4 versions prior to 20.4R3-54.

Junos OS on MX Series21.1 versions prior to 21.1R3-S3.

Junos OS on MX Series21.2 versions prior to 21.2R3-S1.
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Junos OS on MX Series21.3 versions prior to 21.3R3.

Junos OS on MX Series21.4 versions prior to 21.4R2-S1, 21.4R3.

Junos OS on MX Series22.1 versions prior to 22.1R2.

Junos OS on MX SeriesAll versions prior to 19.4R3-S9.

Junos OS on QFX10K Series 20.2 versions prior to 20.2R3-S6.

Junos OS on QFX10K Series 20.3 versions prior to 20.3R3-Sé6.

Junos OS on QFX10K Series 20.4 versions prior to 20.4R3-S5.

Junos OS on QFX10K Series 21.1 versions prior to 21.1R3-54.

Junos OS on QFX10K Series 21.2 versions prior to 21.2R3-S3.

Junos OS on QFX10K Series 21.3 versions prior to 21.3R3-S2.

Junos OS on QFX10K Series 21.4 versions prior to 21.4R2-52, 21.4R3.
Junos OS on QFX10K Series 22.1 versions prior to 22.1R2.

Junos OS on QFX10K Series 22.2 versions prior to 22.2R1-52, 22.2R2.
Junos OS on QFX10K Series All versions prior to 19.4R3-S9.

Junos OS on QFX10K Series:

Junos OS on QFX5k Series, EX46xx Series

Junos OS on QFX5k Series, EX46xx Series 20.3 versions prior to 20.3R3-S5.
Junos OS on QFX5k Series, EX46xx Series 20.4 versions prior to 20.4R3-54.
Junos OS on QFX5k Series, EX46xx Series 21.1 versions prior to 21.1R3-S3.
Junos OS on QFX5k Series, EX46xx Series 21.2 versions prior to 21.2R3-S1.
Junos OS on QFX5k Series, EX46xx Series 21.3 versions prior to 21.3R3 on.
Junos OS on QFX5k Series, EX46xx Series 21.4 versions prior to 21.4R3 on.
Junos OS on QFX5k Series, EX46xx Series 22.1 versions prior to 22.1R2 on.
Junos OS on QFX5k Series, EX46xx Series All versions prior to 20.2R3-S5.
Junos OS on SRX 5000 Series 20.4 versions prior to 20.4R3-S5.

Junos OS on SRX 5000 Series 21.1 versions prior to 21.1R3-54.

Junos OS on SRX 5000 Series 21.2 versions prior to 21.2R3-S3.

Junos OS on SRX 5000 Series 21.3 versions prior to 21.3R3-S3.

Junos OS on SRX 5000 Series 21.4 versions prior to 21.4R3-S2.

Junos OS on SRX 5000 Series 22.1 versions prior to 22.1R2-S2, 22.1R3.
Junos OS on SRX 5000 Series 22.2 versions prior to 22.2R3.

Junos OS on SRX 5000 Series 22.3 versions prior to 22.3R1-S1, 22.3R2.
Junos OS on SRX Series 19.2 versions prior to 19.2R3-S6.

Junos OS on SRX Series 19.3 versions prior to 19.3R3-S6.

Junos OS on SRX Series 19.4 versions prior to 19.4R2-S8, 19.4R3-S10.
Junos OS on SRX Series 19.4 versions prior to 19.4R3-S9.

Junos OS on SRX Series 20.2 versions prior to 20.2R3-S5.

Junos OS on SRX Series 20.2 versions prior to 20.2R3-S6.

Junos OS on SRX Series 20.3 versions prior to 20.3R3-54.

Junos OS on SRX Series 20.3 versions prior to 20.3R3-S5.

Junos OS on SRX Series 20.4 versions prior to 20.4R3-S3.

Junos OS on SRX Series 20.4 versions prior to 20.4R3-S5.

Junos OS on SRX Series 21.1 versions prior to 21.1R3.

Junos OS on SRX Series 21.1 versions prior to 21.1R3-54.

Junos OS on SRX Series 21.2 versions prior to 21.2R3.

Junos OS on SRX Series 21.3 versions prior to 21.3R2.

Junos OS on SRX Series 21.3 versions prior to 21.3R3.

Junos OS on SRX Series 21.4 versions prior to 21.4R2.

Junos OS on SRX Series All versions prior to 19.3R3-S7.

Junos OS on SRX Series and on MX Series 19.4 versions prior to 19.4R2-S8,
19.4R3-510.

Junos OS on SRX Series and on MX Series 20.1 versions 20.1R1 and later versions.
Junos OS on SRX Series and on MX Series 20.2 versions prior to 20.2R3-S6.
Junos OS on SRX Series and on MX Series 20.3 versions prior to 20.3R3-S6.
Junos OS on SRX Series and on MX Series 20.4 versions prior to 20.4R3-S5.
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Junos OS on SRX Series and on MX Series 21.1 versions prior to 21.1R3-S5.

Junos OS on SRX Series and on MX Series 21.2 versions prior to 21.2R3-S1.

Junos OS on SRX Series and on MX Series 21.3 versions prior to 21.3R3.

Junos OS on SRX Series and on MX Series 21.4 versions prior to 21.4R2-S2,
21.4R3.

Junos OS on SRX Series and on MX Series 22.1 versions prior to 22.1R1-S2,
22.1R2, 22.1R3-S1.

Junos OS on SRX Series and on MX Series All versions prior to 19.3R3-S7.

Junos OS on SRX Series, and MX Series with SPC3 19.4 versions prior to 19.4R3-9.
Junos OS on SRX Series, and MX Series with SPC3 20.1 version 20.1R1 and later
versions.

Junos OS on SRX Series, and MX Series with SPC3 All versions prior to 19.3R3-S7.
Junos OS on SRX Series, and MX Series with SPC3 All versions prior to 19.4R3-S10.
Junos OS on SRX Series, and MX Series with SPC320.2 versions prior to 20.2R3-S5.
Junos OS on SRX Series, and MX Series with SPC320.2 versions prior to 20.2R3-S6.
Junos OS on SRX Series, and MX Series with SPC320.3 versions prior to 20.3R3-S5.
Junos OS on SRX Series, and MX Series with SPC320.3 versions prior to 20.3R3-S6.
Junos OS on SRX Series, and MX Series with SPC320.4 versions prior to 20.4R3-54.
Junos OS on SRX Series, and MX Series with SPC320.4 versions prior to 20.4R3-S5.
Junos OS on SRX Series, and MX Series with SPC321.1 versions prior to 21.1R3-S3.
Junos OS on SRX Series, and MX Series with SPC321.1 versions prior to 21.1R3-54.
Junos OS on SRX Series, and MX Series with SPC321.2 versions prior to 21.2R3-S2.
Junos OS on SRX Series, and MX Series with SPC321.2 versions prior to 21.2R3-S3.
Junos OS on SRX Series, and MX Series with SPC321.3 versions prior to 21.3R3-S1.
Junos OS on SRX Series, and MX Series with SPC321.3 versions prior to 21.3R3-S3.
Junos OS on SRX Series, and MX Series with SPC321.4 versions prior to 21.4R2-S1,
21.4R3.

Junos OS on SRX Series, and MX Series with SPC321.4 versions prior to 21.4R3-S1.
Junos OS on SRX Series, and MX Series with SPC322.1 versions prior to 22.1R1-S2,
22.1R2.

Junos OS on SRX Series, and MX Series with SPC322.1 versions prior to 22.1R2-S2,
22.1R3.

Junos OS on SRX Series, and MX Series with SPC322.2 versions prior to 22.2R2.
Junos OS PTX Series and QFX10000 Series20.2 versions prior to 20.2R3-S6.

Junos OS PTX Series and QFX10000 Series20.3 versions prior to 20.3R3-S6.

Junos OS PTX Series and QFX10000 Series20.4 versions prior to 20.4R3-S4.

Junos OS PTX Series and QFX10000 Series21.1 versions prior to 21.1R3-S3.

Junos OS PTX Series and QFX10000 Series21.2 versions prior to 21.2R3-S1.

Junos OS PTX Series and QFX10000 Series21.3 versions prior to 21.3R3.

Junos OS PTX Series and QFX10000 Series21.4 versions prior to 21.4R3.

Junos OS PTX Series and QFX10000 Series22.1 versions prior to 22.1R2.

Junos OS PTX Series and QFX10000 Series22.2 versions prior to 22.2R2.

Junos OS version 22.3R1.

Junos 0S:20.4 versions prior to 20.4R3-54.

Junos 0S:21.1 versions prior to 21.1R3-S3.

Junos 0S:21.2 versions prior to 21.2R3-S1.

Junos 0S:21.3 versions prior to 21.3R3.

Junos 0S:21.4 versions prior to 21.4R3.

Junos 0S:22.1 versions prior to 22.1R2.

Junos OS All versions prior to 20.2R3-57.

Junos 0S19.1 versions prior to 19.1R3-52.

Junos 0S19.2 version 19.2R1 and later versions.

Junos 0S19.2 versions prior to 19.2R3.

Junos 0S19.3 versions prior to 19.3R3.

Junos 0S19.3 versions prior to 19.3R3-S6.

CONTACTO Y REDES SOCIALES DEL CSIRT DE GOBIERNO

£ https://www.csirt.gob.cl

@ Teléfonos: 1510 | +(562) 24863850 | Correo: soc-csirt@interior.gob.cl

¥ @csirtgob 17
[in] https://www.linkedin.com/company/csirt-gob


https://www.csirt.gob.cl/
https://twitter.com/CSIRTGOB
https://www.linkedin.com/company/csirt-gob

Boletin de Seguridad Cibernética N2 185

Ministerio del Interior y Seguridad Publica
Gobierno de Chile

Equipo de Respuesta ante Incidentes de Seguridad Informatica | CSIRT de Gobierno ‘

Equipo de Re ante Incidentes
C eg nformatica

BOLETIN 13BCS23-00194-01 | SEMANA DEL 13 AL 19 DE ENERO DE 2023

Junos 0S19.4 versions prior to 19.4R2-S7, 19.4R3-S9.
Junos 0S19.4 versions prior to 19.4R2-S8, 19.4R3-S9.
Junos 0S19.4 versions prior to 19.4R3.

Junos 0S20.1 versions prior to 20.1R2.

Junos 0S20.1 versions prior to 20.1R3-54.

Junos 0S20.2 versions prior to 20.2R2.

Junos 0S20.2 versions prior to 20.2R3-S5.

Junos 0S20.2 versions prior to 20.2R3-S5.

Junos 0S20.3 versions prior to 20.3R3-54.

Junos 0S20.3 versions prior to 20.3R3-S5.

Junos 0S20.4 versions prior to 20.4R3-54.

Junos 0S20.4 versions prior to 20.4R3-54.

Junos 0S21.1 versions prior to 21.1R3-S3.

Junos 0S21.1 versions prior to 21.1R3-S3.

Junos 0S21.1 versions prior to 21.1R3-54.

Junos 0S21.2 versions prior to 21.2R3-S1.

Junos 0S21.2 versions prior to 21.2R3-S2.

Junos 0S21.2 versions prior to 21.2R3-S3.

Junos 0S21.3 versions prior to 21.3R3-S1.

Junos 0S21.3 versions prior to 21.3R3-S1.

Junos 0S21.3 versions prior to 21.3R3-S2.

Junos 0S21.4 versions prior to 21.4R2.

Junos 0S21.4 versions prior to 21.4R2-S1, 21.4R3.
Junos 0S21.4 versions prior to 21.4R2-S2, 21.4R3.
Junos 0S22.1 version 22.1R2 and later versions.
Junos 0S22.1 versions prior to 22.1R1-S2, 22.1R2.
Junos 0S22.1 versions prior to 22.1R2.

Junos 0S22.1 versions prior to 22.1R2.

Junos 0S22.1 versions prior to 22.1R3.

Junos 0S22.2 versions prior to 22.2R1-S1, 22.2R2.
Junos 0S22.2 versions prior to 22.2R2.

Junos OSAll versions prior to 18.4R2-S7.

Junos OSAll versions prior to 19.1R3-S9.

Junos OSAIl versions prior to 19.3R3-57.

Junos Space versions prior to 22.3R1.

NorthStar Controller versions prior to 6.2.3.

Enlaces para revisar el informe:
https://www.csirt.gob.cl/vulnerabilidades/9vsa23-00773-01/
https://www.csirt.gob.cl/media/2023/01/9VSA23-00773-01.pdf
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e L CSIRT comparte informe de vulnerabilidades parchadas por Oracle en su Critical

Patch Update de Enero 2023

Alerta de seguridad cibernética

o Clase de alerta Vulnerabilidad

VUIne ra b] l]dad @ Tipo de incidente Sistema y/o Software Abierto
d Nivel de riesgo Critico

= — - | TLP Blanco

‘ " " ’ 11 de enero de 2023

11 de enero de 2023

9VSA23-00774-01

INFORME DE

, j Fecha de lanzamiento original
A ! WS Ultima revision

9VSA23-00774-01

CSIRT comparte vulnerabilidades parachadas en el f'//;./ 5

Oracle Critical Patch Update Advisory Enero 2023

PARA REGISTRAR|1510
UN INCIDENTE lwww.csirt.gob.cl

CVE

CVE-2018-1273
CVE-2018-25032
CVE-2018-7489
CVE-2019-12415
CVE-2019-17571
CVE-2019-7317
CVE-2020-10683
CVE-2020-10693
CVE-2020-10735
CVE-2020-11979
CVE-2020-11987
CVE-2020-13956
CVE-2020-16156
CVE-2020-27844
CVE-2020-36242
CVE-2020-36518
CVE-2021-23358
CVE-2021-2351
CVE-2021-29425
CVE-2021-31805
CVE-2021-31812
CVE-2021-36090
CVE-2021-36483
CVE-2021-36770
CVE-2021-3737
CVE-2021-37533
CVE-2021-3918
CVE-2021-40528
CVE-2021-41184
CVE-2021-41411
CVE-2021-42717
CVE-2021-43797
CVE-2021-44832
CVE-2021-45105
CVE-2022-0084
CVE-2022-0492
CVE-2022-0934
CVE-2022-1122
CVE-2022-1304
CVE-2022-1319
CVE-2022-1941
CVE-2022-2048
CVE-2022-2053
CVE-2022-21824
CVE-2022-2274

CVE-2022-25857
CVE-2022-26336
CVE-2022-27404
CVE-2022-27782
CVE-2022-29824
CVE-2022-30126
CVE-2022-3028

CVE-2022-30293
CVE-2022-31129
CVE-2022-31629
CVE-2022-31692
CVE-2022-3171

CVE-2022-31813
CVE-2022-32212
CVE-2022-32221
CVE-2022-33980
CVE-2022-34169
CVE-2022-34305
CVE-2022-34917
CVE-2022-3510

CVE-2022-35737
CVE-2022-36033
CVE-2022-36055
CVE-2022-37434
CVE-2022-37454
CVE-2022-38752
CVE-2022-39271
CVE-2022-39429
CVE-2022-40146
CVE-2022-40149
CVE-2022-40150
CVE-2022-40153
CVE-2022-40304
CVE-2022-40664
CVE-2022-4147

CVE-2022-41720
CVE-2022-41881
CVE-2022-42003
CVE-2022-42252
CVE-2022-42889
CVE-2022-42915
CVE-2022-42920
CVE-2022-43403
CVE-2022-43548
CVE-2022-43680

CVE-2023-21842
CVE-2023-21843
CVE-2023-21844
CVE-2023-21845
CVE-2023-21846
CVE-2023-21847
CVE-2023-21848
CVE-2023-21849
CVE-2023-21850
CVE-2023-21851
CVE-2023-21852
CVE-2023-21853
CVE-2023-21854
CVE-2023-21855
CVE-2023-21856
CVE-2023-21857
CVE-2023-21858
CVE-2023-21859
CVE-2023-21860
CVE-2023-21861
CVE-2023-21862
CVE-2023-21863
CVE-2023-21864
CVE-2023-21865
CVE-2023-21866
CVE-2023-21867
CVE-2023-21868
CVE-2023-21869
CVE-2023-21870
CVE-2023-21871
CVE-2023-21872
CVE-2023-21873
CVE-2023-21874
CVE-2023-21875
CVE-2023-21876
CVE-2023-21877
CVE-2023-21878
CVE-2023-21879
CVE-2023-21880
CVE-2023-21881
CVE-2023-21882
CVE-2023-21883
CVE-2023-21884
CVE-2023-21885
CVE-2023-21886
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CVE-2022-22965
CVE-2022-22970
CVE-2022-22971
CVE-2022-22978
CVE-2022-23219
CVE-2022-23221
CVE-2022-23305
CVE-2022-23437
CVE-2022-23457
CVE-2022-24329
CVE-2022-24407
CVE-2022-24823
CVE-2022-24839
CVE-2022-24903
CVE-2022-2509

CVE-2022-25236
CVE-2022-2526

CVE-2022-25315
CVE-2022-25647

CVE-2022-45047
CVE-2023-21824
CVE-2023-21825
CVE-2023-21826
CVE-2023-21827
CVE-2023-21828
CVE-2023-21829
CVE-2023-21830
CVE-2023-21831
CVE-2023-21832
CVE-2023-21834
CVE-2023-21835
CVE-2023-21836
CVE-2023-21837
CVE-2023-21838
CVE-2023-21839
CVE-2023-21840
CVE-2023-21841
CVE-2022-42004

CVE-2023-21887
CVE-2023-21888
CVE-2023-21889
CVE-2023-21890
CVE-2023-21891
CVE-2023-21892
CVE-2023-21893
CVE-2023-2189%4
CVE-2023-21898
CVE-2023-21899
CVE-2023-21900
CVE-2021-21708
CVE-2022-2047

CVE-2022-21597
CVE-2022-2191

CVE-2022-22950
CVE-2022-38749
CVE-2022-38750
CVE-2022-38751

Fabricantes

Adobe

Productos afectados

Enterprise Manager Base Platform13.4.0.0, 13.5.0.0
Enterprise Manager Ops Center12.4.0.0

Fujitsu M10-1, M10-4, M10-4S, M12-1, M12-2, M12-2S ServersPrior to XCP2411,
prior to XCP3111, prior to XCP4011

GoldenGate Stream AnalyticsPrior to 19.1.0.0.8

Java VM19c, 21c

JD Edwards EnterpriseOne OrchestratorPrior to 9.2.7.2

JD Edwards EnterpriseOne ToolsPrior to 9.2.7.2
Management Cloud Engine22.1.0.0.0

Middleware Common Libraries and Tools12.2.1.4.0, 14.1.1.0.0
MySQL Cluster7.4.38 and prior,7.5.28 and prior,7.6.24 and prior, 8.0.31 and prior
MySQL Connectors8.0.31 and prior

MySQL Enterprise Monitor8.0.32 and prior

MySQL Server5.7.40 and prior

MySQL Server5.7.40 and prior, 8.0.31 and prior

MySQL Server8.0.28 and prior

MySQL Server8.0.29 and prior

MySQL Server8.0.30 and prior

MySQL Server8.0.31 and prior

MySQL Shell8.0.31 and prior

MySQL Workbench8.0.31 and prior

Oracle Access Manager12.2.1.4.0

Oracle Agile PLM9.3.6

Oracle Applications DBA 12.2.3-12.2.12

Oracle AutoVuePrior to 21.0.2.0

Oracle AutoVuePrior to 21.0.2.6

Oracle Banking Enterprise Default Management 2.6.2

Oracle Banking Enterprise Default Management 2.7.0

Oracle Banking Enterprise Default Management 2.7.1, 2.12.0
Oracle Banking Loans Servicing 2.8.0, 2.12.0

Oracle Banking Party Management 2.7.0

Oracle Banking Platform2.6.2, 2.7.1, 2.9.0, 2.12.0

Oracle Bl Publisher5.9.0.0.0, 6.4.0.0.0, 12.2.1.4.0
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Oracle Business Intelligence Enterprise Edition5.9.0.0.0, 6.4.0.0.0

Oracle Coherence12.2.1.3.0,12.2.1.4.0

Oracle Coherence14.1.1.0.0

Oracle Collaborative Planning12.2.3-12.2.12

Oracle Commerce Guided Search11.3.2

Oracle Communications Billing and Revenue Management12.0.0.4.0-12.0.0.7.0
Oracle Communications BRM — Elastic Charging Engine12.0.0.3.0-12.0.0.7.0
Oracle Communications Calendar Server8.0.0.6.0

Oracle Communications Cloud Native Core Automated Test Suite22.2.2, 22.3.1,
22.4.0

Oracle Communications Cloud Native Core Binding Support Function 22.1.0,
22.2.0

Oracle Communications Cloud Native Core Binding Support Function 22.1.1
Oracle Communications Cloud Native Core Binding Support Function 22.2.0
Oracle Communications Cloud Native Core Binding Support Function 22.2.0,
22.2.2,223.1

Oracle Communications Cloud Native Core Binding Support Function 22.2.1
Oracle Communications Cloud Native Core Binding Support Function 22.2.2
Oracle Communications Cloud Native Core Binding Support Function 22.2.4
Oracle Communications Cloud Native Core Binding Support Function 22.3.0
Oracle Communications Cloud Native Core Binding Support Function 22.3.0-
22.4.0

Oracle Communications Cloud Native Core Binding Support Function 22.3.2,
22.2.0

Oracle Communications Cloud Native Core Console 22.3.0

Oracle Communications Cloud Native Core Console 22.3.0, 22.4.0

Oracle Communications Cloud Native Core Network Data Analytics
Function22.0.0.0.0

Oracle Communications Cloud Native Core Network Exposure Function 22.3.1
Oracle Communications Cloud Native Core Network Exposure Function 22.3.1,
22.4.0

Oracle Communications Cloud Native Core Network Function Cloud Native
Environment22.3.0

Oracle Communications Cloud Native Core Network Repository Function 22.3.0
Oracle Communications Cloud Native Core Network Repository Function 22.3.2
Oracle Communications Cloud Native Core Network Slice Selection
Function22.3.1

Oracle Communications Cloud Native Core Network Slice Selection
Function22.3.1,22.4.1

Oracle Communications Cloud Native Core Policy1.11.0

Oracle Communications Cloud Native Core Policy22.3.0

Oracle Communications Cloud Native Core Policy22.3.0, 22.4.0

Oracle Communications Cloud Native Core Security Edge Protection Proxy 22.3.1
Oracle Communications Cloud Native Core Security Edge Protection Proxy 22.4.0,
22.3.1

Oracle Communications Cloud Native Core Unified Data Repository 22.2.2, 22.3.3
Oracle Communications Cloud Native Core Unified Data Repository 22.3.3
Oracle Communications Cloud Native Core Unified Data Repository 22.3.3, 22.4.0
Oracle Communications Cloud Native Core Unified Data Repository 22.3.4, 22.2.3
Oracle Communications Contacts Server8.0.0.7.0

Oracle Communications Converged Application Server7.1.0, 8.0.0

Oracle Communications Convergence3.0.3.1.0

Oracle Communications Design Studio7.4.2

Oracle Communications Diameter Intelligence Hub8.2.3.0

Oracle Communications Diameter Signaling Router8.6.0.0
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Oracle Communications Elastic Charging Engine 12.0.0.3.0-12.0.0.7.0

Oracle Communications Elastic Charging Engine 12.0.0.5.0-12.0.0.7.0

Oracle Communications Instant Messaging Server 10.0.1.6.0

Oracle Communications Messaging Server 8.1.0.20.0

Oracle Communications MetaSolv Solution 6.3.1

Oracle Communications Order and Service Management 7.4.0

Oracle Communications Performance Intelligence Center (PIC) Software
10.4.04.1

Oracle Communications Pricing Design Center 12.0.0.5.0-12.0.0.7.0

Oracle Communications Unified Assurance 5.5.0-5.5.9

Oracle Communications Unified Assurance 5.5.0-5.5.9, 6.0.0-6.0.1

Oracle Communications Unified Inventory Management 7.4.0, 7.4.1, 7.4.2
Oracle Communications Unified Inventory Management 7.4.0, 7.4.1,7.4.2,7.5.0
Oracle Communications Unified Inventory Management 7.4.0-7.4.2,7.5.0
Oracle Communications Unified Inventory Management 7.5.0

Oracle Data Provider for .NET 19¢, 21c

Oracle Database — Machine Learning for Python (Python) 21c

Oracle Database — Workload Manager (jackson-databind) 21c

Oracle Database (Python) 21c

Oracle Database (zlib) 19¢, 21c

Oracle Database Data Redaction 19c, 21c

Oracle Database Fleet Patching (jackson-databind) 21c

Oracle Database RDBMS Security 19¢, 21c

Oracle Demantra Demand Management 12.1, 12.2

Oracle Demantra Demand Management 12.2.7,12.2.8,12.2.9, 12.2.10, 12.2.11,
12.2.12

Oracle Documaker 12.4.0-12.7.0

Oracle Essbase 21.4

Oracle Financial Services Crime and Compliance Management Studio 8.0.8.3.1
Oracle Fusion Middleware MapViewer 12.2.1.4.0

Oracle Global Lifecycle Management NextGen OUl FrameworkPrior to 13.9.4.2.11
Oracle GraalVM Enterprise EditionOracle GraalVM Enterprise Edition: 20.3.8,
21.3.4,22.3.0

Oracle HCM Common Architecture 12.2.3-12.2.12

Oracle Health Sciences Empirica Signal 9.1.0.52, 9.2.0.52

Oracle Healthcare Data Repository 8.1.0.0-8.1.3.1

Oracle Healthcare Translational Research 4.1.0.0-4.1.1.1

Oracle Hospitality Cruise Shipboard Property Management System 20.2.2
Oracle Hospitality Gift and Loyalty 9.1.0

Oracle Hospitality Labor Management 9.1.0

Oracle Hospitality Reporting and Analytics 9.1.0

Oracle Hospitality Simphony 18.2.11, 19.3.4

Oracle HTTP Server 12.2.1.4.0

Oracle Hyperion Infrastructure Technology 11.2.10

Oracle iSetup 12.2.3-12.2.12

Oracle iSupplier Portal 12.2.6-12.2.8

Oracle Java SE, Oracle GraalVM Enterprise EditionOracle Java SE: 11.0.17, 17.0.5,
19.0.1; Oracle GraalVM Enterprise Edition: 20.3.8, 21.3.4, 22.3.0

Oracle Java SE, Oracle GraalVM Enterprise EditionOracle Java SE: 8u351, 8u351-
perf, 11.0.17, 17.0.5, 19.0.1; Oracle GraalVM Enterprise Edition: 20.3.8, 21.3.4,
22.3.0

Oracle Java SE, Oracle GraalVM Enterprise Edition Oracle Java SE: 8u351, 8u351-
perf; Oracle GraalVM Enterprise Edition: 20.3.8, 21.3.4

Oracle Learning Management 12.2.3-12.2.12

Oracle Marketing 12.2.3-12.2.12
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Oracle Middleware Common Libraries and Tools 12.2.1.4.0
Oracle Mobile Field Service 12.2.3-12.2.12

Oracle Outside In Technology 8.5.6

Oracle Retail Service Backbone 14.1.3.2, 15.0.3.1, 16.0.3

Oracle Sales for Handhelds 12.2.3-12.2.12

Oracle Sales Offline 12.2.3-12.2.12

Oracle Self-Service Human Resources 12.2.3-12.2.12

Oracle Solaris10, 11

Oracle Stream Analytics Prior to 19.1.0.0.8

Oracle TimesTen In-Memory Database Prior to 11.2.2.8.65
Oracle Utilities Framework 4.3.0.5.0, 4.3.0.6.0, 4.4.0.0.0, 4.4.0.2.0, 4.4.0.3.0,
4.5.0.0.0

Oracle Utilities Framework 4.4.0.3.0, 4.5.0.0.0

Oracle Utilities Network Management System 2.3.0.2, 2.4.0.1, 2.5.0.0, 2.5.0.1,
2.5.0.2

Oracle Utilities Network Management System 2.3.0.2, 2.4.0.1, 2.5.0.0-2.5.0.2
Oracle Utilities Network Management System 2.5.0.1, 2.5.0.2
Oracle VM VirtualBox Prior to 6.1.42, prior to 7.0.6

Oracle Web Applications Desktop Integrator 12.2.3-12.2.12
Oracle Web Services Manager 12.2.1.4.0

Oracle WebCenter Content 12.2.1.4.0

Oracle WebCenter Sites 12.2.1.4.0

Oracle Weblogic Server 12.2.1.3.0, 12.2.1.4.0

Oracle Weblogic Server 12.2.1.3.0, 12.2.1.4.0, 14.1.1.0.0
Oracle Weblogic Server 14.1.1.0.0

OSS Support Tools 2.12.43

OSS Support Tools 22.2.22.4.5

0SS Support Tools 22.4.22.10.18

PeopleSoft Enterprise CC Common Application Objects 9.2
PeopleSoft Enterprise CS Academic Advisement 9.2

PeopleSoft Enterprise PeopleTools 8.58

PeopleSoft Enterprise PeopleTools 8.58, 8.59, 8.60

PeopleSoft Enterprise PeopleTools 8.59, 8.60

PeopleSoft Enterprise PeopleTools 8.60

Primavera Gateway 18.8.0-18.8.15, 19.12.0-19.12.15, 20.12.0-20.12.10, 21.12.0-
21.12.8

Primavera Unifier 18.8, 19.12, 20.12, 21.12, 22.12
ProductSupported Versions Affected

Siebel Apps —Marketing22.10 and prior

Siebel CRM22.10 and prior

Enlaces para revisar el informe:
https://www.csirt.gob.cl/vulnerabilidades/9vsa23-00774-01/
https://www.csirt.gob.cl/media/2023/01/9VSA23-00774-01.pdf
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e CSIRT comparte vulnerabilidades parchadas en Mozilla Firefox y Firefox ESR
- Alerta de seguridad cibernética 9VSA23-00775-01
Clase de alerta Vulnerabilidad
INFORME D _E e Tipo de incidente Sistema y/o Software Abierto
VUInerab] l]dad @ Nivel de riesgo Critico
4 TLP Blanco
[ Fecha de lanzamiento original 18 de enero de 2023
Ultima revision 18 de enero de 2023
: CVE
9VSA23-00775-01 . CVE-2023-23599 CVE-2023-23602 CVE-2022-46877
CSIRT comparte vulnerabilidades parchadas f//}/_ CVE-2023-23601 CVE-2023-23605 CVE-2023-23598
por Mozilla para Firefox y Firefox ESR & CVE-2023-23603 CVE-2022-46871
Fabricantes
I PARL‘J‘NRIﬁ%IIETEmE \]A.l‘r\:vjt;vo.csirt.gob.cl ‘&‘ I':/II'Z(ZjIll,llstOS afectados
CSIRT Versiones anteriores a Firefox ESR 102.7
: Versiones anteriores a Firefox 109
Enlaces para revisar el informe:
https://www.csirt.gob.cl/vulnerabilidades/9vsa23-00775-01/
https://www.csirt.gob.cl/media/2023/01/9VSA23-00775-01.pdf
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5. Concientizaciéon

Ciberconsejos | Como activar la verificacion de dos pasos en TikTok

TikTok es una de las aplicaciones mas populares el orbe, siendo usada principalmente por nifios y
jévenes. Y como en cualquier otra aplicacion en la que debamos registrarnos como usuarios,
nuestra cuenta siempre estard en riesgo de poder ser secuestrada o robada por actores maliciosos.

Por lo anterior es que les entregamos los siguientes ciberconsejos, que explican como activar la
verificacion en dos pasos en TikTok. Pueden encontrar la campanfia y todas las anteriores que hemos
hecho, en nuestro sitio web oficial: https://www.csirt.gob.cl/recomendaciones/ciberconsejos-
verificacion-tiktok

<)

CSIRT :cOMOACTIVARLA VERIFICACION

CSIRT :cOMoACTIVARLA VERIFICACION
EN DOS PASOS EN TIKTOK? T

EN DOS PASOS EN TIKTOK?

@ Asegurate de tener instalada la dltima (1] ‘l‘ngreso a
version de TikTok. Ajustes y B, Herramientas de creador
privacidad’”.

" - —" e P2 Micodigo QR
@ Ingresa a "perfil en la 5 . W
esquina inferior derecha. |

@ selecciona el icono de 3 OISR : N Ajustes y privacidad
& 5 7 @ Selecciona
lineas que estd en la

- ¢ "Seguridad”.
esquina superior derecha. Aqui llegarés a

"Verificacibnen Privacidad

dos pasos”

Cuenta

CSIRT :cOMOACTIVARLA VERIFICACION CSIRT :COMOACTIVARLA VERIFICACION

EN DOS PASOS EN TIKTOK? EN DOS PASOS EN TIKTOK?

@® Unavezque s @ sino habias registrado tus datos de
ingreses a contacto anteriormente, TikTok te pediré
“Verificacién en : una direccion de correo electrénico y un
dos pasos’, : nimero de teléfono.
deberas elegir L
dos métodos de ® Introduce el cédigo de
verificacion. verificacion que te

envian por SMS o correo
Luego presiona electrénico y jlisto!
"Activar”.
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6. Recomendaciones y buenas practicas

= No abrir correos ni mensajes de dudosa procedencia.

= Desconfiar de los enlaces y archivos en los mensajes o correo.

= Mantener actualizadas sus plataformas (Office, Windows,
Adobe Acrobat, Oracle Java y otras).

= Ser escépticos frente ofertas, promociones o premios
increibles que se ofrecen por internet.

= Prestar atencion en los detalles de los mensajes o redes
sociales.

= Evaluar el bloqueo preventivo de los indicadores de
COMpPromisos.

= Mantener actualizadas todas las plataformas de tecnologias y
de detecciéon de amenazas.

= Revisar los controles de seguridad de los antispam vy
sandboxing.

= Realizar concientizacion permanente para los usuarios sobre
este tipo de amenazas.

= Visualizar que los sitios web a los que se ingrese sean los
oficiales.
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7. Muro de la Fama

El siguiente es el listado de personas y organizaciones que han colaborado explicitamente con el
CSIRT de Gobierno para mejorar la seguridad informatica en instituciones y organismos del Estado,
al informar campafias de phishing, malware y/o sitios fraudulentos.

El CSIRT de Gobierno destaca en este segmento a quienes reportaron incidentes utilizando canales
formales (https://www.csirt.gob.cl o al teléfono 1510), siempre que hayan aportado informacién
relevante, manteniendo la reserva del incidente durante el andlisis y hasta la certificacion de la

solucion de este.

e Victor José Palomo Arredondo

e Gabriel Zamora Vargas

e Diego Gonzalez

e Moisés Brito Lopez

e Matias Nicolas Enrique Zamorano Pino
e Jerson Valenzuela Campusano

e Gabriel Vigoroux Pereira

e Rodrigo Alvaro Vallejos Maureira

e Eduardo Andrés Riveros Roca

e Jenny Garrido Escobar
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