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Alerta de seguridad cibernética 9VSA24-00954-01 

Clase de alerta Vulnerabilidad 

Tipo de incidente Sistema y/o Software Abierto 

TLP Blanco 

Fecha de lanzamiento original 16 de enero de 2024 

Última revisión 16 de enero de 2024 

 
NOTIFICACIÓN: La información consignada en el presente informe es producto del análisis de múltiples fuentes, de terceras 
partes, del propio fabricante e investigación propia del CSIRT de Gobierno. La información contenida en los informes o 
comunicados está afecta a actualizaciones. 

 

Resumen 

 
El CSIRT de Gobierno comparte información de vulnerabilidades parchadas por Juniper en sus 
firewalls y switches. 
 

Vulnerabilidades 
 

CVE-2016-2183 

CVE-2019-17571  

CVE-2020-9493  

CVE-2021-44228 

CVE-2021-44832 

CVE-2022-22164  

CVE-2022-23302  

CVE-2022-23305  

CVE-2022-23307  

CVE-2023-26464  

CVE-2023-36842 

CVE-2024-21585  

CVE-2024-21587 

CVE-2024-21589  

CVE-2024-21591 

CVE-2024-21594  

CVE-2024-21595 

CVE-2024-21597  

CVE-2024-21599  

CVE-2024-21600  

CVE-2024-21601  

CVE-2024-21602  

CVE-2024-21603  

CVE-2024-21604  

CVE-2024-21606  

CVE-2024-21607  

CVE-2024-21611  

CVE-2024-21612  

CVE-2024-21613  

CVE-2024-21614  

CVE-2022-21699  

CVE-2020-0465  

CVE-2020-0466  

CVE-2021-0920  

CVE-2021-26691  

CVE-2021-34798  

CVE-2021-3564  

CVE-2021-3573  

CVE-2021-3621  

CVE-2021-3752  

CVE-2021-39275  

CVE-2021-4155  

CVE-2021-44790  

CVE-2022-0330  

CVE-2022-22942  

CVE-2024-21617   

Impacto 

Vulnerabilidades de riesgo crítico: 
CVE-2021-44228: Vulnerabilidad en Security Director Insights. CVSS: 10.0. Afecta a las versiones de 
Juniper Networks Security Director Insights anteriores a la 23.1R1. 
 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-2183
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2019-17571
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-9493
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://cvss.js.org/#CVSS:3.1/AV:N/AC:H/PR:H/UI:N/S:U/C:H/I:H/A:H
https://supportportal.juniper.net/s/article/2022-01-Security-Bulletin-Junos-OS-Evolved-Telnet-service-may-be-enabled-when-it-is-expected-to-be-disabled-CVE-2022-22164?language=en_US
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23302
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23305
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23307
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2023-26464
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-jdhcpd-will-hang-on-receiving-a-specific-DHCP-packet-CVE-2023-36842?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-rpd-process-crash-due-to-BGP-flap-on-NSR-enabled-devices-CVE-2024-21585?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-Memory-leak-in-bbe-smgd-process-if-BFD-liveness-detection-for-DHCP-subscribers-is-enabled-CVE-2024-21587?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Paragon-Active-Assurance-Control-Center-Information-disclosure-vulnerability-CVE-2024-21589?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-SRX-Series-and-EX-Series-Security-Vulnerability-in-J-web-allows-a-preAuth-Remote-Code-Execution-CVE-2024-21591?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-SRX-5000-Series-Repeated-execution-of-a-specific-CLI-command-causes-a-flowd-crash-CVE-2024-21594?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-EX4100-EX4400-EX4600-and-QFX5000-Series-A-high-rate-of-specific-ICMP-traffic-will-cause-the-PFE-to-hang-CVE-2024-21595?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-MX-Series-In-an-AF-scenario-traffic-can-bypass-configured-lo0-firewall-filters-CVE-2024-21597?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-MX-Series-MPC3E-memory-leak-with-PTP-configuration-CVE-2024-21599?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-PTX-Series-In-an-FTI-scenario-MPLS-packets-hitting-reject-next-hop-will-cause-a-host-path-wedge-condition-CVE-2024-21600?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-SRX-Series-Due-to-an-error-in-processing-TCP-events-flowd-will-crash-CVE-2024-21601?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-Evolved-ACX7024-ACX7100-32C-and-ACX7100-48L-Traffic-stops-when-a-specific-IPv4-UDP-packet-is-received-by-the-RE-CVE-2024-21602?language=en_US
https://cve-2024-21603/
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-Evolved-A-high-rate-of-specific-traffic-will-cause-a-complete-system-outage-CVE-2024-21604?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-SRX-Series-flowd-will-crash-when-tcp-encap-is-enabled-and-specific-packets-are-received-CVE-2024-21606?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-MX-Series-and-EX9200-Series-If-the-tcp-reset-option-used-in-an-IPv6-filter-matched-packets-are-accepted-instead-of-rejected-CVE-2024-21607?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-In-a-jflow-scenario-continuous-route-churn-will-cause-a-memory-leak-and-eventually-an-rpd-crash-CVE-2024-21611?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-Evolved-Specific-TCP-traffic-causes-OFP-core-and-restart-of-RE-CVE-2024-21612?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-A-link-flap-causes-patroot-memory-leak-which-leads-to-rpd-crash-CVE-2024-21613?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-and-Junos-OS-Evolved-A-specific-query-via-DREND-causes-rpd-crash-CVE-2024-21614?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Junos-OS-Evolved-IPython-privilege-escalation-vulnerability-CVE-2022-21699?language=en_US
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0465
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0466
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-0920
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26691
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-34798
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3564
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3573
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3621
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-3752
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39275
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-4155
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44790
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0330
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-22942
https://supportportal.junipecve-2024-21617/?language=en_US
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CVE-2024-21591: Vulnerabilidad en J-web permite a un actor malicioso basado en la red, causar una 
denegación de servicio (DoS) o una ejecución remota de código sin autorización, y obtener privilegios 
de root. CVSS: 9.8. Afecta a todas las versiones de Junos OS en las series SRX y EX. 
 
CVE-2020-9493: Vulnerabilidad en versiones de Apache Chainsaw anteriores a la 2.1.0., que podría 
llevar a la ejecución remota de código. Afecta a CTPView, versiones anteriores a la 9.1R5. 
 
CVE-2019-17571: Vulnerabilidad que afecta las versiones de Apache Log4j 1.2 hasta la 1.2.17. Afecta 
a CTPView, versiones anteriores a la 9.1R5. 
 
CVE-2022-23305: Vulnerabilidad en JDBCAppender de Apache Log4j 1.2.x que permite manipular el 
SQL al ingresar strings diseñados y ejecutar queries SQL no deseados. CVSS: 9.8. Afecta a CTPView, 
versiones anteriores a la 9.1R5. 
 
CVE-2021-26691: Vulnerabilidad que afecta a Apache HTTP Server 2.4.0. a 2.4.46 que permite 
provocar un heap overflow enviando una SessionHeader especialmente diseñada. CVSS: 9.8. Afecta a 
CTPView, versiones anteriores a la 9.1R5. 
 
CVE-2021-44790: Vulnerabilidad que afecta a Apache HTTP Server 2.4.51 y anteriores. Podría 
provocar buffer overflow. Aplica para routers Juniper Networks Session Smart Router anteriores al 
SSR-6.2.3-r2. 
 
CVE-2021-39275: Vulnerabilidad en Apache HTTP Server 2.4.48 y anteriores. Aplica para routers 
Juniper Networks Session Smart Router anteriores al SSR-6.2.3-r2. 
 
CVE-2021-26691: Vulnerabilidad en Apache HTTP Server 2.4.0 a 2.4.46. Aplica para routers Juniper 
Networks Session Smart Router anteriores al SSR-6.2.3-r2. 
 
Productos afectados 
Juniper Networks Junos OS SRX Series y EX Series: 
Junos OS versiones anteriores a la 20.4R3-S9; 
Junos OS 21.2 versiones anteriores a la 21.2R3-S7; 
Junos OS 21.3 versiones anteriores a la 21.3R3-S5; 
Junos OS 21.4 versiones anteriores a la 21.4R3-S5; 
Junos OS 22.1 versiones anteriores a la 22.1R3-S4; 
Junos OS 22.2 versiones anteriores a la 22.2R3-S3; 
Junos OS 22.3 versiones anteriores a la 22.3R3-S2; 
Junos OS 22.4 versiones anteriores a la 22.4R2-S2, 22.4R3. 
 
Juniper Networks Security Director Insights anteriores a la 23.1R1. 
 
Juniper Networks CTPView, versiones anteriores a la 9.1R5. 
 
Routers Juniper Networks Session Smart Router anteriores al SSR-6.2.3-r2. 
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Enlaces 
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Security-Director-Insights-
Multiple-vulnerabilities-in-SDI?language=en_US  
https://supportportal.juniper.net/s/global-
search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descendi
ng&numberOfResults=50&f:ctype=[Security%20Advisories] 
 https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Session-Smart-Router-Multiple-
vulnerabilities-resolved?language=en_US  
 

https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Security-Director-Insights-Multiple-vulnerabilities-in-SDI?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Security-Director-Insights-Multiple-vulnerabilities-in-SDI?language=en_US
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending&numberOfResults=50&f:ctype=[Security%20Advisories
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending&numberOfResults=50&f:ctype=[Security%20Advisories
https://supportportal.juniper.net/s/global-search/%40uri?language=en_US#sort=%40sfcec_community_publish_date_formula__c%20descending&numberOfResults=50&f:ctype=[Security%20Advisories
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Session-Smart-Router-Multiple-vulnerabilities-resolved?language=en_US
https://supportportal.juniper.net/s/article/2024-01-Security-Bulletin-Session-Smart-Router-Multiple-vulnerabilities-resolved?language=en_US
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