Alerta de Seguridad
...,  Cibernética

Alerta de seguridad cibernética 9VSA22-00733-01
Clase de alerta Vulnerabilidad

Tipo de incidente Sistema y/o Software Abierto
Nivel de riesgo Alto

TLP Blanco

Fecha de lanzamiento original 25 de octubre de 2022
Ultima revisién 25 de octubre de 2022
NOTIFICACION

La informacion consignada en el presente informe es producto del analisis de mdltiples fuentes, de terceras partes, del
propio fabricante e investigacién propia del CSIRT de Gobierno. La informacion contenida en los informes o comunicados
estd afecta a actualizaciones.

Resumen

El Equipo de Respuesta ante Incidentes de Seguridad Informatica, CSIRT de Gobierno, comparte
informacién sobre varias vulnerabilidades parchadas en la nueva version de macOS, Ventura 13.

Vulnerabilidades

CVE-2021-36690
CVE-2021-39537
CVE-2022-0261
CVE-2022-0318
CVE-2022-0319
CVE-2022-0351
CVE-2022-0359
CVE-2022-0361
CVE-2022-0368
CVE-2022-0392
CVE-2022-0554
CVE-2022-0572
CVE-2022-0629
CVE-2022-0685
CVE-2022-0696
CVE-2022-0714
CVE-2022-0729
CVE-2022-0943
CVE-2022-1381
CVE-2022-1420
CVE-2022-1616
CVE-2022-1619
CVE-2022-1620

CVE-2022-1621
CVE-2022-1622
CVE-2022-1629
CVE-2022-1674
CVE-2022-1720
CVE-2022-1725
CVE-2022-1733
CVE-2022-1735
CVE-2022-1769
CVE-2022-1851
CVE-2022-1897
CVE-2022-1898
CVE-2022-1927
CVE-2022-1942
CVE-2022-1968
CVE-2022-2000
CVE-2022-2042
CVE-2022-2124
CVE-2022-2125
CVE-2022-2126
CVE-2022-26730
CVE-2022-28739
CVE-2022-29458

CVE-2022-32205
CVE-2022-32206
CVE-2022-32207
CVE-2022-32208
CVE-2022-32827
CVE-2022-32858
CVE-2022-32862
CVE-2022-32864
CVE-2022-32865
CVE-2022-32866
CVE-2022-32867
CVE-2022-32870
CVE-2022-32875
CVE-2022-32879
CVE-2022-32881
CVE-2022-32883
CVE-2022-32886
CVE-2022-32888
CVE-2022-32890
CVE-2022-32892
CVE-2022-32895
CVE-2022-32898
CVE-2022-32899

N
Ministerio del Interior y Seguridad Publica Paginaldeb
+(562) 24863850 @CSIRTGOB

https://www.csirt.gob.cl https://www.linkedin.com/company/csirt-gob



CVE-2022-32902
CVE-2022-329504
CVE-2022-32905
CVE-2022-32908
CVE-2022-32911
CVE-2022-32912
CVE-2022-32913
CVE-2022-32914
CVE-2022-32915
CVE-2022-32918
CVE-2022-32922
CVE-2022-32924
CVE-2022-32928
CVE-2022-32934
CVE-2022-32936

CVE-2022-32938
CVE-2022-32940
CVE-2022-32947
CVE-2022-42788
CVE-2022-42789
CVE-2022-42790
CVE-2022-42791
CVE-2022-42793
CVE-2022-42795
CVE-2022-42796
CVE-2022-42799
CVE-2022-42806
CVE-2022-42808
CVE-2022-42809
CVE-2022-42811

CVE-2022-42813
CVE-2022-42814
CVE-2022-42815
CVE-2022-42818
CVE-2022-42819
CVE-2022-42820
CVE-2022-42823
CVE-2022-42824
CVE-2022-42825
CVE-2022-42829
CVE-2022-42830
CVE-2022-42831
CVE-2022-42832

£

CSIRT

Vulnerabilidades de riesgo critico
Apple no ha indicado indices de criticidad para estas vulnerabilidades.

Productos afectados
MacOS

Mitigacion
Actualizacion Ventura 13 soluciona las presentes vulnerabilidades.

Enlaces

https://support.apple.com/en-us/HT213488
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-36690
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-39537
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0261
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0318
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0319
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0351
https://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2022-0359
https://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2022-0361
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0368
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0392
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0554
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0572
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0629
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0685
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0696
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0714
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0729
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-0943
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1381
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1420
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1616
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1619
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1620
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1621
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1622
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1629
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1674
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1720
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1725
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1733
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1735
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1735
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1851
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1897
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1898
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1927
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1942
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-1968
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-2000
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-2042
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-2124
https://cve.mitre.org/cgi-bin/cvename.cgi?’name=CVE-2022-2125
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-2126
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-26730
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-28739
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-29458
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32205
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32206
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32207
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32208
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32827
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32858
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32862
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32864
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32865
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32866
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32867
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32870
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32875
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32879
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32881
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32883
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32886
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32888
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32890
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32892
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32895
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32898
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32899
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32902
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32904
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32905
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32908
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32911
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32912
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32913
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32914
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32915
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32918
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32922
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32924
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32928
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32934
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32936
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32938
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32940
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-32947
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42788
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42789
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42790
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42791
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42793
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42795
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42796
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42799
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42806
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42808
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42809
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42811
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42813
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42814
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42815
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42818
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42819
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42820
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42823
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42824
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42825
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https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42829
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42830
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42831
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-42832
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