
 

 

 
 
 
 

Alerta de seguridad informática 9VSA-00034-001 
Clase de alerta Vulnerabilidad 
Tipo de incidente Sistema y/o Software Abierto 
Nivel de riesgo Alto 
TLP Blanco 
Fecha de lanzamiento original 13 de agosto de 2019 
Última revisión 13 de agosto de 2019 

NOTIFICACIÓN 
La información consignada en el presente informe es producto del análisis de múltiples fuentes, de terceras partes, del 
propio fabricante e investigación propia del equipo CSIRT. La información contenida en los informes o comunicados está 
afecta a actualizaciones. 
 

 
Resumen 
 
El Equipo de Respuesta ante Incidentes de Seguridad Informática, CSIRT, comparte la información 
entregada por Microsoft referente a actualizaciones de seguridad para hacer frente a 
vulnerabilidades que afectan a varios de sus productos. 
 
Vulnerabilidad 
 
ADV190014  CVE-2019-1157  CVE-2019-1205 
CVE-2019-1030  CVE-2019-1158  CVE-2019-1218 
CVE-2019-1078  CVE-2019-1161  CVE-2019-1224 
CVE-2019-1143  CVE-2019-1171  CVE-2019-1225 
CVE-2019-1146  CVE-2019-1172  CVE-2019-1227 
CVE-2019-1147  CVE-2019-1181  CVE-2019-1228 
CVE-2019-1148  CVE-2019-1182  CVE-2019-9511 
CVE-2019-1149  CVE-2019-1199  CVE-2019-9512 
CVE-2019-1151  CVE-2019-1200  CVE-2019-9513 
CVE-2019-1153  CVE-2019-1201  CVE-2019-9514 
CVE-2019-1154  CVE-2019-1202  CVE-2019-9518 
CVE-2019-1155  CVE-2019-1203   
CVE-2019-1156  CVE-2019-1204    
 
Productos Afectados 
 

     Microsoft Windows 
     Internet Explorer 
     Microsoft Edge 
     ChakraCore 
     Microsoft Office and Microsoft Office Services and Web Apps 
     Visual Studio 

 



 

 

     Online Services 
     Active Directory 
     Microsoft Dynamics 

 
 

Mitigación 
 
Aplicar las actualizaciones publicadas por el fabricante. 
 
Enlace 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/ADV190014 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1030 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1078 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1143 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1146 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1147 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1148 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1149 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1151 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1153 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1154 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1155 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1156 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1157 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1158 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1161 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1171 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1172 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1181 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1182 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1199 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1200 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1201 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1202 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1203 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1204 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1205 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1218 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1224 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1225 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1227 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-1228 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-9511 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-9512 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-9513 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-9514 
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2019-9518 
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