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Sistema disefado como sefuelo o trampa contra posibles atacantes, que
simula ser un servicio valido con el objetivo de anr el ataque.
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;, Que obtenemos con esto?
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Como el Honeypot se encuentra disefiado para ser "vulnerable" el atacante
intentara obtener acceso, intento que sera registrado por las diferentes
herramientas que cuenta el sistema.

Con esa informacion podemos bloquear la IP del atacante para evitar un
dano mayor, recopilar informacion para realizar analisis forense o bien
tomar alguna accion legal, obtener informacién de métodos de ataque.




Tipos de HoneyPot

Produccion
o
Investigacién

Interaccion
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¢, Existen riesgos?

-Se recomienda implementar en red totalmente aislada
-Nunca descuidar su funcién y dejar de monitorearla



T-Pot, ;que es?
https://github.com/telekom-security/tpotce

https://www.csirt.gob.cl/estadisticas/la-implementacion-del-mes-no-2/

Implementacion
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Instalacion

Requerimientos Minimos

<

8 GB RAM /4 CPU

128 GB SSD

Network via DHCP

“ Conexion a internet (sin proxy)

<

<



Tips

Para una maquina virtual la interfaz de red debe estar configurada en
modo promiscuo

Para una instalacion en un host fisico es posible que no se detecte
algun hardware como las tarjetas de red, por lo que se deberan cargar
de forma manual, esto debido a que se han realizado pruebas limitadas
en la platadorma Intel NUC
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grs=Iinalloe Descargar ISO desde https://github.com/telekom-security/tpotce/releases

para funcionarios
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£2021 O bien crearla siguiendo los pasos indicados en el manual disponible en el sitio

web del CSIRT

Para una maquina virtual como el ejemplo a continuacion, se debera montar el
ISO y luego encender la maquina.

Debian GHU-Linux installer menu (BIODS mode)

T-Pot 28.06.2 (based on Debian Stahle)
Advanced options

Accessible dark contrast installer menu
Help




Luego, como la mayoria de las instalaciones de Debian, se debe seleccionar
la Ubicacion, el tipo de teclado y luego pasara a la configuracion de la red, en
este caso se realiza de forma automatica gracias al DHCP.

1 [11] Select your location F

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where uou live

Listed are locations for: South America. Use the <Go Back» option to select a different
continent or region if your location is not listed.

Country, territory or area:

Argent ina
Bolivia
Brazil
Colombia
Ecuador
French Guiana
Guyana
Paraguay
Feru
Suriname
Uruguay
Venezuela

<Go Back»

[11] configure the keuhoard

Keumap to use:
Lag

Latvian
Lithuanian
Macedonian
Malayalam

Mepali

Northern Sami
Norwegian

Persian
Philippines
Polish

Portuguese
Punjabi

Romanian

Russian

Serblan (Cyrillic
Sindhi

Sinhala

Slovak

Slovenian

Spanish

Swedish

Swiss French
Swiss German
Tajik

<Go Back>

1 Configuring the network with DHCP |

Network autoconfiguration has succeeded

011011 1950p *
100010110 0

° e
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Select and install software

<Tab> moves;

Retrieving file 3 of 9 (1h 34min 245 remaining)
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*Debian GHUAL inux

11011 1g38p * 3
100010110 0

RFeading package lists... Done
RFeading package lists... Done ° o
Building dependency tree

RFeading state information... Done

curl is already the newest version (7.84.0-d+debi0uz).

sudo iz already the newest version (1.8.27-1+debi0u3). -
The following MEW packages will be installed: : S

. o000l
2010 1 °

, 1 newly installed, O to remove and O not upgraded. o
Ffter this operation, 3,335 kB of addit TFot-Installer //
Get:1 http:ssdeb.debian.orgsdebian bust
Fetched 902 kB in 25 (554 kBss)
celecting previously unselected package
(Reading database ... 27000 files and d
Freparing to unpack ... wget_1.20.1-1.1
Unpacking wget (1.20.1-1.1)
Use the T and | keys to seledsetting up weet (1.20.1-1.1)
Fress enter to hoot the selegi## Installing apt-fast
before booting or “c' for a ddit:l http:ssdeb.debian.orgsdebian bust
Hit:2 http:s//security.debian.orgs/debian
Hit:3 http:srsdeb.debian.orgsdebian bust
Reading package lists... Done
Reading package lists... Done
Building dependency tree
Reading =tate information... Done Mow checking: htt
The following additional packages will
libaria2-0 libc-ares?
The following NEW packages will be inst
aria? libariaz-0 libc-aresz
0 upgraded, 3 newly installed, 0 to rem
Meed to get 1,539 kB of archives.
Ffter this operation, 6,098 kB of addit
Get:1 http://security.debian.orgsdebian
+deb1oul [B6.1 kB]
Get:2 http:srsdeb.debian.orgsdebian bust

63% [2 libariaZ-0 1,002 kB/1,091 kB 92% ‘@‘
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[ Ch ; » T-Pot Edition 1]

Reguired: SGB RAM, 128GE S¢
Recommended: BGB RAM,

STHNDHHD HDHE |DTS ELE, MN5M & Tools
SENS EH_ Fnzter

C IZILLEI_.TI_l R "alc
MEXTGEM \ 11 :thTTHH
MEDICAL licompot, Hedput_ ELK, MWSM & Tools

2
CSIRT

_
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Standard

-Honeypots: adbhoney, ciscoasa, citrixhoneypot, conpot, cowrie, dicompot, dionaea, elasticpot, heralding, honeysap,
honeytrap, mailoney, medpot, rdpy, snare & tanner

-Tools: cockpit, cyberchef, ELK, fatt, elasticsearch head, ewsposter, nginx / heimdall, spiderfoot, pOf & suricata

Sensor

-Honeypots: adbhoney, ciscoasa, citrixhoneypot, conpot, cowrie, dicompot, dionaea, elasticpot, heralding, honeypy,
honeysap, honeytrap, mailoney, medpot, rdpy, snare & tanner

-Tools: cockpit, ewsposter, fatt, pOf & suricata

-Since there is no ELK stack provided the Sensor Installation only requires 4 GB of RAM.

Industrial
-Honeypots: conpot, cowrie, dicompot, heralding, honeysap, honeytrap, medpot & rdpy
-Tools: cockpit, cyberchef, ELK, fatt, elasticsearch head, ewsposter, nginx/heimdall, spiderfoot, pOf & suricata

Collector
-Honeypots: heralding & honeytrap
-Tools: cockpit, cyberchef, fatt, ELK, elasticsearch head, ewsposter, nginx / heimdall, spiderfoot, pOf & suricata

NextGen

-Honeypots: adbhoney, ciscoasa, citrixhoneypot, conpot, cowrie, dicompot, dionaea, glutton, heralding, honeypy, honeysap,
ipphoney, mailoney, medpot, rdpy, snare & tanner

-Tools: cockpit, cyberchef, ELK, fatt, elasticsearch head, ewsposter, nginx/heimdall, spiderfoot, pOf & suricata

Medical
-Honeypots: dicompot & medpot
-Tools: cockpit, cyberchef, ELK, fatt, elasticsearch head, ewsposter, nginx/ heimdall, spiderfoot, pOf & suricata
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Cockpit for a lightweight, webui for docker, os, real-time performance
monitoring and web terminal.

Cyberchef a web app for encryption, encoding, compression and data
analysis.

ELK stack to beautifully visualize all the events captured by T-Pot.

Elasticsearch Head a web front end for browsing and interacting with an
Elastic Search cluster.

Fatt a pyshark based script for extracting network metadata and fingerprints
from pcap files and live network traffic.

Spiderfoot a open source intelligence automation tool.

Suricata a Network Security Monitoring engine.



T-Pot-Installer
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T-FPot-Installer

#4 Getting update infor

it:1 http:ssdeb.debian.
Hit:2 http://security.de
Hit:3 http:/sdeh.debian.
Reading package lists...

#i# Upgrading packages.

info: Trying to set 'doc
info: Loading answer for
info: Truing to set 'deh
info: Loading answer for
[apt-fast 18:41:54]
[apt-fast 18:41:54]Horki
W: -—force-yes is deprec
Reading package lists...
Fuilding dependency tree
eading state informatio
alculating upgrade. ..
0 upgraded, 0 newly inst
: —force-yes is deprec

e Installing T-Pot dep

[apt-fast 18:41:5a]
[apt-fast 18:41:5a]Horki

22021

11011 193"
100010110 6

° e

| ( | | ) 00’10 1 <
I ./ 10108 4

|___ 28
09723 18:46:30 [NOTICE] Download complete: Avarscachesaptrsapt-fastslibalgorithm-merge-perl_0.08-3_a : //
1.deb . s G-I
[DL:574KiB] [#5705e5 18MiB/S1MiB(36%)] [(#F51071 3.0MiBA4.THIBCR4%)] [#a5231h 16K1B/25KIB(A3%E)] [(HOTdE2a

16K1B/5ATKIB(2%) ] [#2ddB42 0B/ 144K1iB(0%)]

[DL:578KiB] [#5705e5 1BMiB/S1MIiB(37%)] [#f51b71 3.2MiB 4. TMIB(EE%)] [#a5231h 16KIBA2SKIB(E3%)] [ROTdE2a
BOK1B/SETKIB(14%)] [#2ddade 48K iB144K1B(33%)]

[DL:554K 18] [#5705e5 19MiB/S1MIB(37%)] [#f51071 3.3MiB 4. THIBCTOX)] (#a5231h 16K1B/25KIB(R3E)] [(HOTdEZE
96K 1B/SETKIB(16%)] [H2ddB42 112K iB/144KiB(T7%]]

09723 18:46:34 [NOTICE] Verification finished successfully. file=/warscachesaptsapt-fast/libhavegel
1.9.1-7_amd&4.deb

09/23 18:46:34 [NOTICE] Download complete: Avarscachesaptsapt-fastslibhavege1_1.9.1-7_amded . deb
[DL:570KIE] [#570565 19MIB/S1MIB(38%)] (#f51b71 3.5HIB4.THIB(T3%)] (#07de2a 112KIB/S6TKIB(19%)] [#2ddadg
2 112KiB/144K1B(77E)] [#eSfle? 0B/244KiB(0%)]

09/23 18:d6:34 [MOTICE] werification finished successfully. file=svarscachesaptsapt-fastslibblas3_3.
3. 0-2_amded . deb

09723 18:46:34 [NOTICE] Download complete: svarscachesaptrsapt-fastslibblas3_3.8.0-2_amded.deb
[DL:559K1B] [#5705e5 20MiB/S1MIB(39%)] [#f51b71 3.5M1B/4.TMIB(T75%)] [#07d62a 144K 1B/SETKIB(25%)] [#esf 1
2 16K1B/244KiBIR%)] [#fe7698 32KIB/116KIBI27%)]

09723 18:46:36 [MOTICE] werification finished successfully. file=svarscachesaptsapt-fastslibwolume-
eyl_0.3.12-2+h1_amdad . deb

09723 18:46:36 [NOTICE] Download complete: svarscachesaptrsapt-fastslibvolume-keul 0.3, 12-2+h1_amded .
deh

[DL:365K1E] [#570565 Z0MIB/S1MIB(40%)] [#f51b71 3.6HMIBA4.THIB(TEE)] (#07de2a 160KIB/SETKIB(28%)] (#eafilg
2 32KIBAZ44KIB(13%)] [#773e05 OB/ LBKIB(0%)]

24

09/23 18:d6:36 [MOTICE] werification finished successfully. file=svarscachesaptsapt-fast/libblockde

—crypto2_2. 20-T+deb 100l _amded . dekb

Equipo de Respuesta ante Incidentes
de Seguridad Informatica

09723 18:46:36 [NOTICE] Download complete: svarscachesaptrsapt-fastslibblockdew-cryptoz_2.20-7+deblo
1_amded. deh
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Demostracion

https://181.212.41.75:64297/

https://181.212.41.75:64294/
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