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Alerta de seguridad cibernética 2CMV20-00071-01 

Clase de alerta Fraude 

Tipo de incidente Malware 

Nivel de riesgo Alto 

TLP Blanco 

Fecha de lanzamiento original 06 de Agosto de 2020 

Última revisión 06 de Agosto de 2020 

 
NOTIFICACIÓN 
La información consignada en el presente informe es producto del análisis de múltiples fuentes, de terceras partes e 
investigación propia del equipo CSIRT. La información contenida en los informes o comunicados está afecta a 
actualizaciones, por lo cual se recomienda establecer una cuarentena preventiva respecto de los IoC mencionados, previa 
evaluación de impacto en servicios productivos; una vez que sus plataformas de monitoreo no detecten actividad 
maliciosa, se debe evaluar la posibilidad de liberar del bloqueo a los IoC consignados en el reporte respectivo, tales como 
servicios de hosting, de cloud o similares. 
Estos casos de phishing no involucran directamente a las entidades ni al sistema bancario, sino que son técnicas de fraude 
indirecto, en las que en infraestructura externa a éstas se arma el mencionado phishing, para construir el engaño. Las 
entidades, en general, al tomar conocimiento de estos portales maliciosos articulan, dentro de sus potestades y marco 
legal vigente, las acciones necesarias para poder desarticularlos, pero ciertamente los usuarios también estamos llamados 
a estar atentos a estos intentos de engaño. 
 

 

Resumen 
 
El Equipo de Respuesta ante Incidentes de Seguridad Informática (CSIRT), comparte una serie de 
Indicadores de Compromiso (IoC) obtenidos del análisis realizado a múltiples campañas de phishing 
con archivos adjuntos que contienen malware, los que están circulando en el ciberespacio nacional 
y representan un riesgo para los sistemas informáticos, así como para los usuarios en general.  
CSIRT recomienda a los administradores y usuarios bloquear los hash publicados en este informe, y 
mantener un permanente monitoreo sobre el resto de los Indicadores de Compromiso.  
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Observación 
 
Solicitamos tener en consideración las señales de compromiso en su conjunto. 
 

IoC hash 
 
Hash SHA-256 
 

00bbb46d129cb92e21e0dde1e96e2ba6180c6ae00337f2fac9573a7ad52af2c7 

085985e9485fb2215e2fb2d51d991590300a8d0ec22025943d8e22cdb4f5d88e 

09749409d74889ea294065b2992f83efd93b868a0a8c4e621aa9bec5fdd7ff92 

0a8cd64603b9ae74c070d962fb2ad28ba4d047418d5e204a93fb7d9f150aad82 

0f33aa6f8d1017fc5ea9d8b1c54da57f5de191198aada4e5a3e20ba283204eb7 

11ebddeb37dbe6f6446de6f12c51afe0bb23c6b30eaf73ab5863330113e5d23a 

12044c14e75838d73382e1c2b29eb30d24df6c236a65dfdd738ff783fadbc8e9 

16a42707dc6924d3f1910892b1b94145aba4ddfe69f2abd5325a14d3fe823819 

17c5aeba7a30fe8c764dd7fdc79d633e7fe95754ae796a2803e32ff565be945c 

18682da00e4eef83254a0013572555f205b4f24eb149781d13b2d2be9bb4bd77 

196110af1272d52e2742f2e02771e76dd13f76ed27217a9e9ef35a9b706fb4fd 

1a4dac1622e769fa5c98555dab3b4c552c8ac40ff7097490cdf1b363a899e36a 

1c7b67f8fc7ec831b16dabde506788c6709f93db358d6432c9ffbc5bae244f5c 

24313cac577c9bcb8280cdbb49da4239bc047a9da38f7e92a6ad9c146015bca6 

2cfe7f19203bbe9f371de5990608b54595c083c51fc849009cefe24e54f4a7e8 

2f42f540a4219c8f9111de5eecec94a622ce1d97e6eee327dfcf754c0073384f 

325097c8fb2716bbcf632a2d7b5d2b16b5873df88236a87762d2d5d18dbe6731 

3297dab797abe5ba8541d9bd2081d1cd397420b8aeb1b176655fb4ef3c4b7f29 

329d1688743c04146ab3d2688c758270dfdb6ff6753aee76385e5190767ae136 

32d57980df122e313af05b944fa3c85cbab2e78c40332c0d69b7cbabdaa307d3 

3317dc5be83730e3a5981eed31115cfa2b66483e859957b8b89a2390ca7b63c3 

363f5afc01b56576215ad33689ce1202a8c9bb6a84582d88eb27c126590391ad 

380898df8fb2f0fd23488ab6bc5ad77f1ca61edb73a72c3882c9dc8d61627c2a 

3a814c286fe4c85b2947e52b5551940420efc8196bec00d1b5f7dcee3b811885 

3ab6b79ee2ac1895d499ef356c908cc897034b98f378ede22d7f4c506c5a934a 

3f94ae5489afe555273e78f9a39a080ce93496d263da50632d240d6f6725a684 

42d23dfa18dd4ceb8d59bd768a2866fa364d3c6956ce05e8f26a79e552d79fb8 

48099ca861d25cbbddab6e7fb08b61b73b37c27001d88dba177c99a08c0c6c46 

4cdfcc8639f608e7b8831e47702c36114c95b40a9e4c33eee5bf2bda66e85c96 

515f144fb2787dff8e183326779dbe8dfbcb39e0c68d3412b43b387c2d4f67f7 

550af7dc6e51fc20d06b338a996880bc84d72c4a135b35ef8f73252839a8341f 

69df6645aacc44f45f8c295c247e675e57f5188387138135c927c97defb2c9d9 
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6b853efc15573665c9fac4d482130b678cc0eafdb0b8a742c57d202ab7c02615 

6ebef23be7fd281538fabd7aa2c945911d74855a35da68d1e78d42d63f770eb5 

714f70dbf506839f4fd4fd1f062c6da68f65bb8523009a5b9e1e8a4c59126a14 

72b942dd9ea9a72dd6387c5815a9c03516e3988b0c3477f3a3b9035812bed550 

768439330ed94b4a26cf73f164473a1f50b2d96400c5521a3f4b84c6822afdc3 

78172f621816e82f9fcef792ab7deb7ce740acdbe4bfc9c84abf786d6c60a804 

7a5d1eea4f59c4fc7fcf96f488480c5480682cfdc41d0726894b37b3bbfab988 

7c93d3ea6aa980f0109a9cf438d0578a9c7eddb29b62a84f16d34272f3ea8599 

7d206452247f03da0873bd8f6197b3cfa160fb68e7ea0d5bc39bbfae71979416 

7e4c8619c8d1b503ba9feea05a0cebc4616edd6dba4a8484243b5f6b3ae01fe4 

8063a2c617da4d4da2745b20516de01443851d4915022af960958a7d79abc197 

8281cd4c2d7a7a8fc832fabba5d970710000c97606262e5d98ce4c3bc3a44a3c 

85ecd3a5a3ddc993ba98fa6de72bb17e146c063449229a6d54522341460f2611 

86c45c27dd0a9e6188a97bf9df7709166d18ddf21a429b3b1baede8cf1c7fd18 

8b81793a9208e59123733d44c31e992e32ebdd5d4700d05c14c4982395b44486 

8c82cc623cd4d4ec151a35f4d3fa75035dad8085385bcad2e3394b9cf9fcf29f 

9914ae78b914ae2e3f68a6d91fec5e579594a421faae725c0eb83a8c911b2503 

99ff40e2f955801b8a5a16e43b66ddae8bf0f11594b651868fd7c35ee32854bb 

9c54d9e594dca4040765401d50baf0546055d5654edbd3c24458741133a77af8 

9fee57918672137160499dcd1a099670ef8f9a787f3a1ad6d8123df26cddbc3b 

a0daf55a85c41cbda5582b932a8fd770f00bff28d136baf5204db6057bec314a 

a505fb064720437d8d61098a84db6ed6330d1772af31f1af6ada1b56812b0ba1 

a701e219d3e1936d127e74fbaa5b74e5cbb40d6b5fb6bdfe2a93052c1e5c719e 

a7a315d63857365a81ad842fc0e5a317ee2904ba6cddec5ca074b3fd65b4eba1 

aafae3b48f23c0cc27cfe185ec661d239b62e1cd0602d2a3657873805cb7d709 

b251ab2cf211dcd50d42f0093a81adca760195647d5346cdd9c0889811b4dd7f 

ba9bfb0d60c82a7089416526c12c14a7bb094918d3b1238ff7ef84871168308e 

bd6c0614c2067e0cccd3d863d3721392c95a08e15e4602e9a36de9a1cfde4abd 

bdf730859a96fcc2d53cf167a0f055805cee05d7a2ff3d15a83b56f6246ec62d 

be2466fc811cf92f9cb4d8e4d0544f787a92fe45952795ab9ecba9efc2f9d6da 

bf6e5ae0de368c999c3e21c95ddcf574066d2f67534636f61896876172fa3cee 

c2e11dda09e051595e47d1dc5152ec2dd98b4688134424ab193851006db2a957 

ca705ab3ba45902c24cdf0c3178ed891ba1746849c932a4027296042b3e6cf5d 

cdc131531529cac19de749d4016dd319c652b023f1c2cfab93c41e46aed8b536 

d00a08229e5a41018bbab3309e559e26de9e4e14ba58ad334c5f9d669c957255 

d18e5559004807ca15aa90239b41d5c77c9bf707f9b5672fcabf9b63a5ace78e 

d268cec7cab09077037ec3169a29adcad007c5f649640046b76d0208806ff266 

d57c3d6e33edb58a5552013f71e76758f25f690e62707ebb26a9e34159269cfc 

d57cc31ecbd752009d3f6b6268f98d0be6a4027543a5e1678fe6ff9a433d63e2 

dddcc2de7f959374d4e4903e1f99b03c17d19d919ad7820212aa7af012199e0a 

df327bad984ccd24518787010789914ff3d39360177f0d4c84cfbf445f01513d 
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e00c5e351edfd9c27080244a22f112590a83e51222298066d5e0297c07dc2f8d 

e21cc23207ea788779739f436bd0f28515cfe5519e5cb0b9d9d36516f41abf85 

e4e678e0a158761b1924c737a2fe1c291e057587c80feb59acfa9c4eb2a87945 

e6ba6403690e08d6e9206411ce7240ff65682fbae782cf2011c96418218d6bd7 

e7d33f88e5cacc8b3e69da5c7c753b8e87f1a9ddfbe0649726b7d00708e88d05 

ea72c4a852dea910097c6ccb723730a2a3e9fd765d1637c5f619f701b7757979 

f179610576760e21a037458c30e42c05245d489835bd73a3f80a7a7a8f2ca8aa 

f5e5906c1a4ad79dcd40bc428ea6799adb64cf252d2c6972f0eec37249b7801f 

f818e8fef554c517419f895ad76a028094435fe5f415a9a109d6de854ccd0f69 

f88f33ca7ce9dfded7062bd7d9a4e8552b19ee55bf23e84fdbf9f94c89d72d79 

f8a72d19ac8c459714d53872a63deb4bc1fd98bf3a7c9377dfa236d1f6acf4f6 

fc445fe8be324d90d4fc3fb4163ae847440b9ab5a6fed82933f18fc0e51d7ed7 
 
 

IoC Descarga malware Urls 
 

hxxp://odytravelgear[.]com/tsaapprovedluggagelocks/bl_uh_t32c/ 

hxxp://broganfamily[.]org/images/s_w6_h2gc/ 

hxxp://chromaccess[.]com/attachments/o_wle6_cyuobdkxwm/ 

hxxp://sitebilisim[.]com/cgi-bin/f9mr_wgobf_x5/ 

hxxp://www.nfis[.]com/accounts/h_d7c10_dnl/ 

hxxps://renatocoto[.]com/wp-includes/3wh_3d6w_6cub3u/ 
 
 

IoC nombre de archivo 
 
Nombres de Archivos con Malware 
 

Form.doc XPV-080120 CYQ-080620.doc 

M83 invoicing.doc CSO-080120 BWL-080620.doc 

GYY-080120 SWV-080620.doc NJ4039762427PN.doc 

list of our new purchase order.zip SY9526361258BS.doc 

CONTRACT Scan 000029900 003999000 -pdf.gz FYT-080120 NGP-080620.doc 

Form - Aug 06, 2020.doc BL2861788338NW.doc 

LK4514177313IL.doc KOJ-080120 PBE-080620.doc 

INSTRUCTIONS COPY.zip JB6590502069PH.doc 

invoice #9379.doc OT0873316487DH.doc 

QZP-080120 NON-080620.doc DK5827888875NF.doc 

PO# 08062020Ex.doc OZ4670034071XE.doc 

QZ8541633169WX.doc AG7840035918RF.doc 

PVH-080120 JNW-080620.doc HK5530240294FT.doc 
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DC1398476232OT.doc VRP-080120 WOQ-080520.doc 

PO# 08062020.doc IXU-080120 MLU-080620.doc 

INV_16303.doc Form - Aug 05, 2020.doc 

JTH-080120 ZWB-080620.doc GS4177847732DO.doc 

JKO-080120 ZWN-080620.doc PO# 08052020.doc 

KO0077220464IR.doc DownloadTrackingRefrence03.08.20.pdf.Gz 

DNT-080120 BJE-080620.doc ICO-080120 UYU-080520.doc 

WK5989895660XH.doc LMN-080120 SFF-080520.doc 

Packing List.pdf.z FQC-080120 QCS-080520.doc 

Urgent Order.r00 YQ7217511006QV.doc 

KB2440808638UD.doc RFQ.iso 

Electronic form.doc RFQ.zip 

IOG-080120 JKI-080620.doc MAJDALANI INOX SA Pedido.r11 

ZKG-080120 LYM-080620.doc Download_Tracking_Refrence.03.08.2020.pdf.Gz 

ZDB-080120 ECT-080620.doc #reference.exe 

IR3938409211CN.doc SOLICITUD DE OFERTA 05-08-2020·pdf 

RZV-080120 SBJ-080620.doc 08.zip 

LXX-080120 DLW-080620.doc PO 2005072 INTECSA INARSA.cab 

Download_Tracking_Refrence.29.07.2020.pdf.Gz Shipment Documents.ace 

KD8929060662YA.doc Ordine  MRP001094.iso 

FJA-080120 EPY-080620.doc Scan_Docs #INV 300489739-04-08-2020 Amended.r00 

Urgent PO.pdf.z New Order pdf 7Z.rar 

RJ0545609363BT.doc New order 090FjEl5Bj836ZH.zip 

SFJ-080120 MID-080620.doc FACTURA_E-4672393.doc 

AMZ-080120 ZRU-080620.doc Image001.gz 

VG8289277607JH.doc 
 FXY-080120 EBY-080620.doc 
 QWC-080120 KJJ-080620.doc 
 BNW-080120 ZRJ-080620.doc 
 ES0820976543AT.doc 
 VWX-080120 XQI-080620.doc 
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IoC servidor smtp 
 
 

81.88.40.215 104.47.32.58 212.227.17.13 203.78.107.66 52.151.49.60 

62.149.156.165 37.48.85.246 81.24.163.10 95.60.240.140 103.27.72.14 

37.75.10.194 31.170.120.152 50.28.36.67 210.145.113.121 206.75.213.45 

119.82.249.8 66.96.190.9 118.23.163.148 23.83.209.30 81.169.174.116 

58.64.198.26 103.35.65.189 196.25.69.222 23.83.209.13 138.128.162.18 

202.172.25.34 171.244.140.109 186.202.137.99 212.227.17.10 202.162.238.89 

185.95.3.90 66.96.189.10 154.0.167.162 217.72.192.75 88.80.33.71 

66.96.186.6 196.37.111.115 154.0.171.138 212.76.85.78 198.187.29.17 

185.29.25.171 202.146.193.141 77.105.37.159 67.225.224.4 104.168.169.134 

64.188.23.72 66.96.185.8 172.104.61.201 52.28.59.28 67.214.175.86 

190.226.41.75 66.96.185.3 177.185.203.51 202.22.199.150 40.92.20.77 

190.226.40.76 222.255.178.21 119.92.204.165 41.215.35.42 40.92.19.59 

202.22.199.150 202.162.241.67 170.249.205.42 202.53.23.226 218.102.62.197 

134.119.217.179 198.23.53.40 175.107.240.15 222.255.178.21 131.153.51.122 

212.76.85.78 66.96.190.5 217.76.145.174 213.19.161.153 59.160.116.25 

74.208.166.166 23.83.214.8 217.76.145.174 190.226.40.72 61.112.5.67 

95.211.208.49 164.160.94.132 162.246.59.201 103.3.168.13 67.222.38.55 

203.175.174.32 195.250.10.4 209.182.192.35 103.3.168.14 23.83.222.29 

188.164.194.18 103.15.48.89 23.83.209.30 103.239.139.144 120.136.10.19 

31.186.28.30 210.122.9.33 23.83.209.13 115.186.57.132 172.245.159.42 

212.40.133.3 183.178.36.239 202.162.246.189 80.74.176.113 162.248.246.98 

31.197.243.158 103.230.124.228 202.162.246.186 210.1.224.91 64.182.105.8 

200.80.43.3 81.88.40.215 104.47.36.52 200.14.114.13 210.2.86.102 

190.202.150.26 124.146.200.2 202.162.241.211 208.60.28.22 192.185.144.96 

162.214.25.85 66.96.185.1 95.110.189.247 185.30.48.30 192.185.51.253 

23.83.208.37 210.2.130.150 185.128.81.59 200.85.163.70 192.185.149.13 

103.15.48.142 190.226.41.9 150.95.33.7 202.162.241.211 192.185.50.141 

95.110.189.247 203.84.156.154 186.167.5.226 116.58.56.122 108.166.43.64 

84.233.228.144 202.55.81.9 175.29.177.83 198.38.94.253 69.73.154.77 

3.1.110.166 196.15.196.92 42.117.1.120 212.76.85.54 197.211.212.116 

190.226.40.79 103.252.255.21 60.43.143.56 103.13.122.86 123.30.109.114 

208.117.55.132 202.53.23.226 41.79.189.134 202.55.81.9 45.137.22.43 

202.162.246.189 123.30.249.16 101.0.86.206 108.163.186.82 193.8.195.28 

202.162.246.186 80.74.176.117 200.35.156.43 153.126.208.138 45.143.223.126 

202.162.241.211 209.182.192.35 95.128.74.222 131.196.180.13 185.58.73.74 

103.15.48.230 104.247.73.20 190.196.6.54 54.37.255.108 45.95.169.243 

139.99.246.167 156.54.133.144 116.12.51.19 212.73.86.34 111.118.214.86 
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139.99.246.170 185.116.213.241 66.228.55.251 113.193.1.42 138.68.68.170 

182.239.43.61 66.96.186.7 103.15.48.110 103.27.236.14 195.219.57.207 

185.14.148.44 190.114.205.130 122.155.169.156 218.102.62.196 185.222.58.146 

45.117.80.75 103.93.17.134 103.15.48.248 117.55.192.9 23.106.223.209 

148.244.114.30 66.96.184.4 213.229.190.239 45.35.48.105 80.85.157.189 

200.71.154.150 190.226.40.202 217.118.113.119 202.162.246.189 125.227.165.208 

198.38.86.146 66.96.185.2 190.196.12.54 203.167.127.19 185.222.57.165 

212.89.6.11 125.214.77.1 64.188.23.72 188.191.157.133 
 24.232.0.83 197.211.215.18 194.25.134.81 202.142.166.70 
  

 

IoC Correo Electrónico 
 
 

a.abdulziz@arabstarinternational.com corralonruta11@fibertel.com.ar 

a.virk@itsolutions-asia.com crmservice.nagpur@renault-india.com 

abc@centirn.net cssabtw@pathlab.com.my 

abeer.siddiqui@zias.com.pk cucck@tmsholding.vn 

accounts.kfs@kibokogroup.com devita@federvolley.it 

accounts@tuffstuff.com.au dhlSender@dhl.com 

admin@unal.edu.co dinh.tv@laptopthienvuong.com 

administracion@lagospasrl.com.ar dries@ellis-engineering.co.za 

administracion@lintax.com.uy eagles@erinajuniors.com.au 

administracion@segoviahahn.arnetbiz.com.ar edna@lorimak.co.zw 

admon@vehiculosleymar.com ednam@lorimak.co.zw 

akdagmaden@emlakyonetim.com.tr egacusana@smpiclaguna.com 

alessandro.mosconi@autolux.conc-bmw.com ekembu@mabuhay.com.pg 

almacen.orense@cableven.es elisabetvp@hotmail.com 

anabeltaylor93@gmail.com emedrano@abastosbicentenario.gob.ve 

angus@longriver-ip.com enri_g@arnetbiz.com.ar 

Anita@egdistriselecta.com erzurum_malmeydani1@emlakyonetim.com.tr 

ap100@01okada.co.jp erzurum_malmeydani2@emlakyonetim.com.tr 

apwh@powerlinksworld.com evergreen-patten@jungkwang.com 

art3-bph@boxpak.com.vn eximcbe@genie-toys.com 

aslam@adcitygolf.ae exp.ir@mcha-shipping.com 

azhar.khan@packagesmall.com facturacion@belina.co.cr 

b.alhassan@saudi-gulf.com facturation@voyages-gilbert-james.com 

b.marketing@bluesandsco.com farc.italia@farcitalia.com 

balram.singh@sskgroup.in farma3@farmaciecomunalipisa.it 

bandarabas-b1@hskh.ir fideicomiso@pollopremium58.com.ve 

baozhen@makeway.com.sg fox@foxsecurity.co.za 
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bapi@hameemgroup.com general@intecsa-inarsa.es 

beifeng@bfcold.com gm-ruh@sanamsuites.com 

bernard@anisumakenya.com h.shams@ccnpp.org 

besminare@emlakyonetim.com.tr hchavez@vic.com.mx 

billingrpg@avecbpm.com hk@dragonseahotel.vn 

biuro@log-an.pl hmansour@altamts.com 

brishe@zol.co.zw hongptd01@sungroup.com.vn 

care@tenderadvisor.com hponsite.noida@sysnetglobal.com 

ceaomotor.comm@isuzu.es hr@monterez.com.my 

chienlt@sungroup.com.vn hrdept@gmart.my 

chinhpq@intech-group.vn huong.tv@laptopthienvuong.com 

coastalbs@telkomsa.net ines1@ptvtelecom.com 

coleen@amrent.co.za info.colombia@magefesa.com.ve 

contabilidad@grupotextildiaz.com info@albanigroup.it 

coordinacionacademica@frrq.utn.edu.ar info@cmch.net.pk 

zmehmud@afzalelectronics.com.pk info@eidco.com.jo 

info@emothway.com marketing@etopme.ae 

info@gulkamobilya.com martlna.saccardo@trumpf-sisma.com 

info@hzpw.de matias@panchomar.com 

info@ilfondacodelmoro.it maulesh.prajapati@tikonapartner.in 

info@luante-tilmon.es metalurgicabys@arnetbiz.com.ar 

info@mcmedical.com.co mohamed.mansour@capitaleg.net 

info@somclaus.cat monesh@shinkhai.in 

info@sovalagricola.cl moziber.rahaman@purbanigroup.com 

info@spaciouspk.com mp.leal@aplean.es 

info@spm.am msew@watermasteruae.com 

info@taiheihome.com muhammad.younus@astralconstructors.com 

info@thanhnienacademy.edu.vn muhasebe@erentrafo.com.tr 

inventory@tologistics.com muhasebe2@karacitours.com 

ishihara@suguru.co.jp musaddiq@nasysinternational.com 

jahmadi@neda.af nalnazer@mirad-gulf.com 

jbuae0015@jollibeeuae.com namnnh@sungroup.com.vn 

jens.quittschalle@bifs.eu narfiti.kho@jollibeeuae.com 

jens.quittschalle@sc-wrgmbh.de ndd.santos@monolithconstruction.com.ph 

jens.quittschalle@t-online.de nestorick@arnetbiz.com.ar 

jhona@blackstonetechnopower.com nevsehir@emlakyonetim.com.tr 

john.personal@tsm.ca ngocntb@hanoitokyohospital.com.vn 

johnn@esjayintl.com nhantt@ssic.com.vn 

joseleonardo@edissamx.com nicolasdirisio@lezama.gov.ar 

joseph@times-lite.com oglosas@conciencia.com.do 

joyce.flores@acqsolutionzs.com oscarba@surnet.cl 
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jshyon@atlanticif.com pcarriel@andinor.cl 

kachunchan@cohl.com philippe.li@midea.com 

karabuk@emlakyonetim.com.tr pi@pathlab.com.my 

karnal.patel@vissco.com pico@joyeriapico.arnetbiz.com.ar 

kayee_kong@cohl.com piotr@log-an.pl 

kaylynn@msd-consulting.co.za pmahenye@mikeharris.co.zw 

keith@tongbee.com.sg prawnapa@hirata.co.th 

ketoancongnocn@tradaigia.vn pto@izhavia.aero 

kf.leung@techoy.com.hk rakib@dongbangbd.com 

kohwl@pathlab.com.my ranjeeni@stetsgroup.com 

ktsx-lst01@lasertech-vn.com rashid.ansari@tnsworld.com 

listasdeprecios@redcopmaco.com.ar redes@cooprumipal.com.ar 

lodgesupervisor@khanondotravel.com regiane@tintoripocos.com.br 

logistics@hjalajmigroup.com rescosio.femt@eastern.com.ph 

loneracordoba-m370@loneracordoba.arnetbiz.com.ar reservaciones@hotelaspeytiaqueretaro.com.mx 

maintenance@getforengineering.com rianas@baywaterv.co.za 

marcelo.diaz@correoflash.com Rita@utiluxchina.com 

marcos@palacioguevara.com ronaldo.tayag@mea.borripower.com 

ronaldo@voar.aero tagengokakunin@otsrentacar.ne.jp 

rosnani@pathlab.com.my tilaknagar@apnabazar.co.in 

rreal@inproceamerica.com.ni t-sakakibara@futaba-ksi.co.jp 

s3-02@longjohngroup.com.vn umac@umac.co.jp 

saeed.alqahtani@alqahtanisteel.com valchanov@hansa-lifeboat.de 

sale01@farletza.com ventas08@majdainox.com 

sales@catyhotel.com ventas-mi@mi.arnetbiz.com.ar 

sales@clouttech.com vishnu@allied.sc 

Sales@ganadorme.com v-yudithw@denave.com 

sales@legendboxes.com w.zeidan@elicogroup.com 

sales@primeair.com.sg warranty.bhilai@renault-india.com 

sales@tuffstuff.com.au watanabe@sankyo111.co.jp 

sales12@ceaworld.com wingtaichemical@biznetvigator.com 

sales47@ksmc.com.vn xinghaiship@163.com 

sandeepm@tukatech.com yabiku3867@otsinfo.co.jp 

sanxuat@ssic.com.vn yasir.razzaq@treetonline.com 

service.denpasar@royalteknik.com yohann.peraldi@pldauto.fr 

service@imssg.com y-saito@sumikae-palace.com 

servicio@tallcar.net.bmw.es zlecenia@log-an.pl 

shahul@heroizeco.com 
 sharon@mr76.co.za 
 sharon@mrplastic.africa 
 sherry@duckwood.net 
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sino09@sinovan.com.vn 
 Sormila@cbsinteractive.com 
 soumu@yamanaka-shokai.co.jp 
 Sales1@greengalaxy.com.vn 
 a.siddiqui@eigbox.net  

 kosmanaj@eigbox.net  

 customerservice@eigbox.net  

 mdshennawi@eigbox.net  

 h.mitchell@eigbox.net  

 account2@eigbox.net  

 ralphf@eigbox.net  

 menpaval@eigbox.net  

 nameer@eigbox.net  

 transportacion@eigbox.net  

 accounts@eigbox.net  

 sgaray@eigbox.net 

 mfelix@eigbox.net  

 supanee@jobbkk.com 
 sw1@cwsakraaifontein.co.za 
 t.tsuchiya@kinkoh.net 
  

 

Recomendaciones 
  

 No abrir correos ni mensajes de dudosa procedencia. 
 Desconfiar de los enlaces y archivos en los mensajes o correo. 
 Mantener actualizadas sus plataformas (Office, Windows, Adobe Acrobat, Oracle Java y 

otras). 
 Ser escépticos frente ofertas, promociones o premios increíbles que se ofrecen por 

internet. 
 Prestar atención en los detalles de los mensajes o redes sociales. 
 Evaluar el bloqueo preventivo de los indicadores de compromisos. 
 Mantener actualizadas todas las plataformas de tecnologías y de detección de 

amenazas. 
 Revisar los controles de seguridad de los AntiSpam y SandBoxing. 
 Realizar concientización permanente para los usuarios sobre este tipo de amenazas. 
 Visualizar los sitios web que se ingresen sean los oficiales. 
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